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Welcome to pgAdmin 4. pgAdmin is the leading Open Source management tool for Postgres, the world’s most advanced
Open Source database. pgAdmin 4 is designed to meet the needs of both novice and experienced Postgres users alike,
providing a powerful graphical interface that simplifies the creation, maintenance and use of database objects.

Contents 1
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CHAPTER 1

Getting Started

Pre-compiled and configured installation packages for pgAdmin 4 are available for a number of desktop environments;
we recommend using an installer whenever possible.

In a Server Deployment, the pgAdmin application is deployed behind a webserver or with the WSGI interface. If you
install pgAdmin in server mode, you will be prompted to provide a role name and pgAdmin password when you initially
connect to pgAdmin. The first role registered with pgAdmin will be an administrative user; the administrative role can
use the pgAdmin User Management dialog to create and manage additional pgAdmin user accounts. When a user
authenticates with pgAdmin, the pgAdmin tree control displays the server definitions associated with that login role.

In a Desktop Deployment, the pgAdmin application is configured to use the desktop runtime environment to host the
program on a supported platform. Typically, users will install a pre-built package to run pgAdmin in desktop mode, but
a manual desktop deployment can be installed and though it is more difficult to setup, it may be useful for developers
interested in understanding how pgAdmin works.

It is also possible to use a Container Deployment of pgAdmin, in which Server Mode is pre-configured for security.
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1.1 Deployment

Pre-compiled and configured installation packages for pgAdmin 4 are available for a number of desktop environments;
we recommend using an installer whenever possible. If you are interested in learning more about the project, or if a
pgAdmin installer is not available for your environment, the pages listed below will provide detailed information about
creating a custom deployment.

1.1.1 The config.py File

There are multiple configuration files that are read at startup by pgAdmin. These files are used for configuration options
that:

* may be required to be set prior to startup of pgAdmin as they control how the application will operate.
* system administrators may wish to control across an organisation to enforce security policies.

e are so rarely or unlikely to be changed that it doesn’t make sense to allow them to be changed through the user
interface.

The configuration files are as follows:

* config.py: This is the main configuration file, and should not be modified. It can be used as a reference for
configuration settings, that may be overridden in one of the following files.

» config_distro.py: This file is read after config.py and is intended for packagers to change any settings that
are required for their pgAdmin distribution. This may typically include certain paths and file locations. This file
is optional, and may be created by packagers in the same directory as config. py if needed.

e config_local.py: This file is read after config_distro.py and is intended for the owner of the installation
to change any default or packaging specific settings that they may wish to adjust to meet local preferences or
standards.This file is optional, and may be created by users in the same directory as config.py if needed.

e config_system.py: This file is read after config_local.py and is intended for system administrators to
include settings that are configured system-wide from a secure location that users cannot normally modify and
that is outside of the pgAdmin installation. The location for this file varies based on the platform, and only needs
to be created if desired.

Platform File Location

Linux /etc/pgadmin/config_system.py
macOS [Library/Preferences/pgadmin/config_system.py
Windows  %CommonProgramFiles%\pgadmin\config_system.py

Note:  If the SERVER_MODE or DATA_DIR settings are changed in config_distro.py, config_local.
py, or config_system.py LOG_FILE, SQLITE PATH, SESSION_DB_PATH, STORAGE_DIR, KER-
BEROS_CCACHE_DIR, and AZURE_CREDENTIAL_CACHE_DIR values will be set based on DATA_DIR
unless values are explicitly overridden for any of the variable in any of the above file.

The default config.py file is shown below for reference:

# -*- coding: utf-8 -*-

HAFARBHARAHARRR T ARA R RARBRRERARBHBRRRBARARARAABRRR TR R BRARBARARARARBRRRSHS
#

(continues on next page)
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(continued from previous page)

# pgAdmin 4 - PostgreSQL Tools

#

# Copyright (C) 2013 - 2024, The pgAdmin Development Team

# This software is released under the PostgreSQL Licence

Z config.py - Core application configuration settings
Z#########################################################################

import builtins

import logging

import os

import sys

from collections import OrderedDict

# We need to include the root directory in sys.path to ensure that we can
# find everything we need when running in the standalone runtime.
root = os.path.dirname(os.path.realpath(__file__))
if sys.path[0] != root:
sys.path.insert(0, root)

# The config database connection pool size.

# Setting this to 0® will remove any limit.
CONFIG_DATABASE_CONNECTION_POOL_SIZE = 5

# The number of connections allowed to overflow beyond
# the connection pool size.
CONFIG_DATABASE_CONNECTION_MAX_OVERFLOW = 100

from pgadmin.utils import env, IS_WIN, fs_short_path

from version import APP_VERSION, APP_RELEASE, APP_REVISION, APP_SUFFIX, \
APP_VERSION_INT

from branding import APP_NAME, APP_ICON, APP_COPYRIGHT, APP_PATH, \
APP_WIN_PATH, APP_SHORT_NAME, APP_DEFAULT_EMAIL

i i
# Misc stuff
[l il aidid g g g da g i it i g e g g g i g gl g i i g g e i g

# Path to the online help.
HELP_PATH = '../../../docs/en_US/_build/html/"'

# Languages we support in the UI
LANGUAGES = {

'en': 'English',

'zh': '"Chinese (Simplified)',

'cs': 'Czech',
'fr': 'French',
'de': 'German',
'id': 'Indonesian',
'it': 'Italian’',
'ja': 'Japanese',
'ko': 'Korean',

(continues on next page)
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(continued from previous page)

'pl': '"Polish',
'pt_BR': 'Portuguese (Brazilian)',
'ru': 'Russian',
'es': 'Spanish',

# DO NOT CHANGE UNLESS YOU KNOW WHAT YOU ARE DOING!
# List of modules to skip when dynamically loading
MODULE_BLACKLIST = ['test']

# DO NOT CHANGE UNLESS YOU KNOW WHAT YOU ARE DOING!
# List of treeview browser nodes to skip when dynamically loading
NODE_BLACKLIST = []

HRHARHH R RAARH AR RAARH AR RARRA AR RAARARAARH B R RHARA AR AR RA AR RAARA AR RAAA
# Server settings
HARHARHRA ARG AR RRARHBHARRARH AR RA ARG ARARRARS AR RRRRSRUA RS ARG RAAREARAABAHAA

The server mode determines whether or not we're running on a web server
requiring user authentication, or desktop mode which uses an automatic
default login.

DO NOT DISABLE SERVER MODE IF RUNNING ON A WEBSERVER!!

lle only set SERVER_MODE if it's not already set. That's to allow the
runtime to force it to False.

NOTE: If you change the value of SERVER_MODE or DATA_DIR in an included
config file, you may also need to redefine any values below that are
derived from it, notably various paths such as LOG_FILE, SQLITE_PATH,
SESSION_DB_PATH, STORAGE_DIR, KERBEROS_CCACHE_DIR, and
AZURE_CREDENTIAL_CACHE_DIR

R R R R R SR S S Y

if (not hasattr(builtins, 'SERVER_MODE')) or builtins.SERVER_MODE is None:
SERVER_MODE = True

else:
SERVER_MODE = builtins.SERVER_MODE

# HTTP headers to search for CSRF token when it is not provided in the form.
# Default is ['X-CSRFToken', 'X-CSRF-Token']
WTF_CSRF_HEADERS = ['X-pgA-CSRFToken']

# User ID (email address) to use for the default user in desktop mode.
# The default should be fine here, as it's not exposed in the app.
DESKTOP_USER = APP_DEFAULT_EMAIL

# This option allows the user to host the application on a LAN

# Default hosting is on localhost (DEFAULT_SERVER='localhost').

# To host pgAdmin4 over LAN set DEFAULT_SERVER='0.0.0.0' (or a specific
# adaptor address.

#

# NOTE: This is NOT recommended for production use, only for debugging

(continues on next page)
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(continued from previous page)

# or testing. Production installations should be run as a WSGI application
# behind Apache HTTPD.
DEFAULT_SERVER = '127.0.0.1'

# The default port on which the app server will listen if not set in the
# environment by the runtime
DEFAULT_SERVER_PORT = 5050

# This param is used to override the default web server information about

# the web technology and the frameworks being used in the application

# An attacker could use this information to fingerprint underlying operating
# system and research known exploits for the specific version of

# software in use

WEB_SERVER = 'Python'

# Enable X-Frame-Option protection.

# Set to one of "SAMEORIGIN", "ALLOW-FROM origin" or "" to disable.
# Note that "DENY" is NOT supported (and will be silently ignored).
# See https://tools.ietf.org/html/rfc7034 for more info.
X_FRAME_OPTIONS = "SAMEORIGIN"

# The Content-Security-Policy header allows you to restrict how resources

# such as JavaScript, CSS, or pretty much anything that the browser loads.

# see https://content-security-policy.com/#source_list for more info

# e.g. "default-src https: data: 'unsafe-inline' 'unsafe-eval';"

CONTENT_SECURITY_POLICY = "default-src ws: http: data: blob: 'unsafe-inline'" \
" 'unsafe-eval';"

# STRICT_TRANSPORT_SECURITY_ENABLED when set to True will set the

# Strict-Transport-Security header

STRICT_TRANSPORT_SECURITY_ENABLED = False

# The Strict-Transport-Security header tells the browser to convert all HTTP
# requests to HTTPS, preventing man-in-the-middle (MITM) attacks.

# e.g. max-age=31536000; includeSubDomains'

STRICT_TRANSPORT_SECURITY = "max-age=31536000; includeSubDomains"

# The X-Content-Type-Options header forces the browser to honor the response
# content type instead of trying to detect it, which can be abused to

# generate a cross-site scripting (XSS) attack.

# e.g. nosniff

X_CONTENT_TYPE_OPTIONS = "nosniff"

# The browser will try to prevent reflected XSS attacks by not loading the
# page if the request contains something that looks like JavaScript and the
# response contains the same data. e.g. 'l; mode=block’

X_XSS_PROTECTION = "1; mode=block"

# This param is used to validate ALLOWED_HOSTS for the application
# This will be used to avoid Host Header Injection attack

# ALLOWED_HOSTS = ['225.0.0.0/8', '226.0.0.0/7', '228.0.0.0/6']

# ALLOWED_HOSTS = ['127.0.0.1', '192.168.0.1']

(continues on next page)
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(continued from previous page)

# if ALLOWED_HOSTS= [] then it will accept all ips (and application will be
# vulnerable to Host Header Injection attack)
ALLOWED_HOSTS = []

# Hashing algorithm used for password storage
SECURITY_PASSWORD_HASH = 'pbkdf2_sha512'

# Minimum password length
PASSWORD_LENGTH_MIN = 6

# Reverse Proxy parameters

# You must tell the middleware how many proxies set each header
# so it knows what values to trust.

# See https://tinyurl.com/yyg7r9av

# for more information.

# Number of values to trust for X-Forwarded-For
PROXY_X_FOR_COUNT = 1

# Number of values to trust for X-Forwarded-Proto.
PROXY_X_PROTO_COUNT = 1

# Number of values to trust for X-Forwarded-Host.
PROXY_X_HOST_COUNT = 0

# Number of values to trust for X-Forwarded-Port.
PROXY_X_PORT_COUNT = 1

# Number of values to trust for X-Forwarded-Prefix.
PROXY_X_PREFIX_COUNT = 0

# NOTE: CSRF_SESSION_KEY, SECRET_KEY and SECURITY_PASSWORD_SALT are no
# longer part of the main configuration, but are stored in the
# configuration databases 'keys' table and are auto-generated.

# COMPRESSION
COMPRESS_MIMETYPES = [
"text/html', 'text/css', 'text/xml', 'text/javascript',
'application/json', 'application/javascript'
]
COMPRESS_LEVEL = 9
COMPRESS_MIN_SIZE = 500

# Set the cache control max age for static files in flask to 1 year
SEND_FILE_MAX_AGE_DEFAULT = 31556952

# This will be added to static urls as url parameter with value as

# APP_VERSION_INT for cache busting on version upgrade. If the value is set as
# None or empty string then it will not be added.

# eg - http:localhost:5050/pgadmin.css?intver=3.13

APP_VERSION_PARAM = 'ver'

(continues on next page)
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# Add the internal version param to below extensions only
APP_VERSION_EXTN = ('.css', '.js', '.html', '.svg', '.png', '.gif', '.ico')

# Data directory for storage of config settings etc. This shouldn't normally
# need to be changed - it's here as various other settings depend on it.
# On Windows, we always store data in %APPDATA%\$(APP_WIN_PATH). On other
# platforms, if we're in server mode we use /var/lib/$(APP_PATH),
# otherwise ~/.$(APP_PATH)
if IS_WIN:
# Use the short path on windows
DATA_DIR = os.path.realpath(
os.path. join(fs_short_path(env('APPDATA')), APP_WIN_PATH)
)
else:
if SERVER_MODE:
DATA_DIR = os.path.join('/var/lib/', APP_PATH)
else:
DATA_DIR = os.path.realpath(
os.path.expanduser('~/"' + '.' + APP_PATH + '/")
)

# An optional login banner to show security warnings/disclaimers etc. at

# login and password recovery etc. HTML may be included for basic formatting,
# For example:

# LOGIN_BANNER = "<h4>Authorised Users Only!</h4>" \

# "Unauthorised use is strictly forbidden."

LOGIN_BANNER = ""

HARH AR HRHARH AR RAARH AR RHARH AR RA AR AR AR AR AR RAARA AR A RA AR AR AR A AR RA AR
# Log settings
HARH AR HRHHRH AR RAARH AR RAARH AR RHARH AR RAARA AR RAARH AR RAARA AR RAARA AR RAS

# Debug mode?
DEBUG = False

# Application log level - one of:

#  CRITICAL 50
#  ERROR 40
#  WARNING 30
# SQL 25
# INFO 20
#  DEBUG 10
#  NOTSET 0

CONSOLE_LOG_LEVEL = logging.WARNING
FILE_LOG_LEVEL = logging.WARNING

# Log format.
JSON_LOGGER = False
CONSOLE_LOG_FORMAT_JSON = OrderedDict([

("time", "asctime"),
("message", "message"),
("level", "levelname")

(continues on next page)
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D

FILE_LOG_FORMAT_JSON = OrderedDict([
("time", "asctime"),
("message", "message'),
("level", "levelname")

D

CONSOLE_LOG_FORMAT = '%(asctime)s: %(levelname)s\t%(name)s:\t%(message)s'
FILE_LOG_FORMAT = '%(asctime)s: %(levelname)s\t%(name)s:\t%(message)s'

# Log file name. This goes in the data directory, except on non-Windows
# platforms in server mode.
if SERVER_MODE and not IS_WIN:
LOG_FILE = os.path.join('/var/log', APP_PATH, APP_SHORT_NAME + '.log')
else:
LOG_FILE = os.path.join(DATA_DIR, APP_SHORT_NAME + '.log')

# Log rotation setting

# Log file will be rotated considering values for LOG_ROTATION_SIZE

# & LOG_ROTATION_AGE. Rotated file will be named in format

# - LOG_FILE.Y-m-d_H-M-S

LOG_ROTATION_SIZE = 10 # In MBs

LOG_ROTATION_AGE = 1440 # In minutes

LOG_ROTATION_MAX_LOG_FILES = 90 # Maximum number of backups to retain
RABBARA ARG ARGARAARARS AR AR BRR AR BB A ARG ARARB ARG ARARR AR RRARG ARG AR ARLARAARAFSA
# Server Connection Driver Settings

HARH AR HRHARH AR RHARH AR RHARH AR RA AR AR RA AR AR RA AR A AR RH AR AR A RA AR AR AR

# The default driver used for making connection with PostgreSQL
PG_DEFAULT_DRIVER = 'psycopg3'

# Maximum allowed idle time in minutes before which releasing the connection
# for the particular session. (in minutes)
MAX_SESSION_IDLE_TIME = 60

RABH AR ARG ARGARARRARR AR ARARRRRARB ARG ARARB AR D ARARR ARSI RRARG ARG ARARB AR ARAFSA
External Database Settings

#
#
# All configuration settings are stored by default in the SQLite database.
# In order to use external databases like PostgreSQL sets the value of

# CONFIG_DATABASE_URI like below:
# dialect+driver://username:password@host:port/database
#

H

PostgreSQL:

# postgresql://username:password@host:port/database

# Specify Schema Name

# postgresql://username:password@host:port/database?options=-csearch_path=pgadmin
# Using PGPASS file

# postgresql://username@host :port?options=-csearch_path=pgadmin

HAHARH AR RAARH AR RHARH AR A RAARA AR RA AR RAARH AR RHARA AR RAARA AR RAARA AR RA A

(continues on next page)

10 Chapter 1. Getting Started




pgAdmin 4 Documentation, Release 8.5

(continued from previous page)

CONFIG_DATABASE_URI = "'

HARH AR HRHARH AR RHARA AR RAARH AR RH AR AR RAARA AR RA AR A AR RA AR AR A RA AR RAA RS
# User account and settings storage
B B e B e B

# The default path to the SQLite database used to store user accounts and
# settings. This default places the file in the same directory as this
# config file, but generates an absolute path for use througout the app.
SQLITE_PATH = env('SQLITE_PATH') or \

os.path. join(DATA_DIR, APP_SHORT_NAME + '.db")

# SQLITE_TIMEOUT will define how long to wait before throwing the error -

# OperationError due to database lock. On slower system, you may need to change
# this to some higher value.

# (Default: 500 milliseconds)

SQLITE_TIMEOUT = 500

# Allow database connection passwords to be saved if the user chooses.
# Set to False to disable password saving.
ALLOW_SAVE_PASSWORD = True

# Maximum number of history queries stored per user/server/database
MAX_QUERY_HIST_STORED = 20

HRHFRHH R RAARH AR RHARH AR RAARA AR RAARARRARA R R A RHARA AR AR RA AR AR RA AR RAAA
# Server-side session storage path

#

# SESSION_DB_PATH (Default: $HOME/.pgadmin4/sessions)

HARH AR HRHARH AR RAARH AR RHARA AR RH AR A AR RAARA AR RA AR AR A RH AR AR A RA AR AR AR

We use SQLite for server-side session storage. There will be one
SQLite database object per session created.

Specify the path used to store your session objects.

If the specified directory does not exist, the setup script will create
it with permission mode 700 to keep the session database secure.

On certain systems, you can use shared memory (tmpfs) for maximum
scalability, for example, on Ubuntu:

SESSION_DB_PATH = '/run/shm/pgAdmin4_session'

FHOoFH O TR W W R W W W W W™ R W

e e e
SESSION_DB_PATH = os.path.join(DATA_DIR, 'sessions')

SESSION_COOKIE_NAME = 'pga4_session'

HARH AR HRHARH AR RHARH AR AR ARH AR RH AR AR RA AR AR RA AR AR A RA AR AR A RA AR AR AR
# Mail server settings
HRHARHH R RAARH AR RHARH AR A RAARA AR RA AR RHARH AR RHARA AR AR ARA AR RAARA AR AR A

(continues on next page)

1.1. Deployment 11




pgAdmin 4 Documentation, Release 8.5

(continued from previous page)

# These settings are used when running in web server mode for confirming
# and resetting passwords etc.

# See: http://pythonhosted.org/Flask-Mail/ for more info

MAIL_SERVER = 'localhost'

MAIL_PORT = 25

MAIL_USE_SSL = False

MAIL_USE_TLS = False

MAIL_USERNAME = ''

MAIL_PASSWORD = ''

MAIL_DEBUG = False

# Flask-Security overrides Flask-Mail's MAIL_DEFAULT_SENDER setting, so
# that should be set as such:
SECURITY_EMATIL_SENDER = 'no-reply@localhost’

HARHARHRA ARG AR RRARHBHARRARH AR RA ARG ARARRARS AR RRARSRUA RS ARG RAARE A RS ABAHAA
# Mail content settings
HARH AR HRHARH AR RAARA AR RHARA AR RH AR AR RAARA AR RA AR AR RA AR AR A RA AR AR AR

# These settings define the content of password reset emails
SECURITY_EMAIL_SUBJECT_PASSWORD_RESET = "Password reset instructions for %s" \
% APP_NAME
SECURITY_EMAIL_SUBJECT_PASSWORD_NOTICE = "Your %s password has been reset" \
% APP_NAME
SECURITY_EMAIL_SUBJECT_PASSWORD_CHANGE_NOTICE = \
"Your password for %s has been changed" % APP_NAME

i
# Email address validation
i i i i i
CHECK_EMAIL_DELIVERABILITY = False
SECURITY_EMAIL_VALIDATOR_ARGS = \

{"check_deliverability": CHECK_EMAIL_DELIVERABILITY}

HARH AR HRHARH AR RAARH AR RHARH AR RHARA AR AR A RA AR RAARA AR RA AR AR A RA AR RAA RS
# Upgrade checks
RABBARARBARGARARRARR AU ARARRRRARB ARG ARARR ARG ARARRARRRRARG ARG ARARB AR ARARSA

# Check for new versions of the application?
UPGRADE_CHECK_ENABLED = True

# Where should we get the data from?
UPGRADE_CHECK_URL = 'https://www.pgadmin.org/versions.json'

# What key should we look at in the upgrade data file?
UPGRADE_CHECK_KEY = 'pgadmin4'

# Which CA file should we use?
# Default to cacert.pem in the same directory as config.py et al.
CA_FILE = os.path.join(os.path.dirname(os.path.realpath(__file__)),
"cacert.pem")
(continues on next page)
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# Check if the detected browser is supported
CHECK_SUPPORTED_BROWSER = True

RURHRHRH R R AR AR AR AR AR R AR AR AR ARG RA AR AR AR AR AR ARG R AR AR AR AR AR AR AR AR AR AAH
# Storage Manager storage url config settings

# If user sets STORAGE_DIR to empty it will show all volumes if platform

# is Windows, '/' if it is Linux, Mac or any other unix type system.

For example:

1. STORAGE_DIR = get_drive("C") or get_drive() # return C:/ by default
where C can be any drive character such as "D", "E", "G" etc

2. Set path manually like

STORAGE_DIR = "/path/to/directory/"

HRHARH R R RAARH AR RAARH AR RA AR AR AR A AR RAARA R R RHARA AR AR RA AR RAARA AR RAAA
STORAGE_DIR = os.path.join(DATA_DIR, 'storage')

#
#
#
#
#

i e B e e
Default locations for binary utilities (pg_dump, pg_restore etc)

These are intentionally left empty in the main config file, but are
expected to be overridden by packagers in config_distro.py.

A default location can be specified for each database driver ID, in
a dictionary. Either an absolute or relative path can be specified.

Version-specific defaults can also be specified, which will take priority
over un-versioned paths.

In cases where it may be difficult to know what the working directory
is, "$DIR" can be specified. This will be replaced with the path to the

#
#
#
#
#
#
#
#
#
#
#
#
#
# top-level pgAdmin4.py file. For example, on macOS we might use:
#

# $DIR/../../SharedSupport

#

B
DEFAULT_BINARY_PATHS = {

"

pg :

"pg-12":
"pg-13":
"pg-14":
"pg-15":
"pg-16":
"ppas":

nn

nn

nn

"
’

"ppas-12":
"ppas-13":
"ppas-14":
"ppas-15":
"ppas-16":

nn

nn

nn

nn

HR R AR AR AR ARARA AR R R AR RRAAA R LR ARRRAA AR AR AR RRARAR AR AR ARARAAA

(continues on next page)
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# Admin can specify fixed binary paths to prevent users from changing.
# It will take precedence over DEFAULT_BINARY_PATHS.

FIXED_BINARY_PATHS = {
‘pgts M,
"pg-12": "",
"pg-13": "",
"pg-14": "",
"pg-15": "",
"pg-16": "",
"ppas": "",
"ppas-12": "",
"ppas-13": "",
"ppas-14": "",

"ppas-15": ,
"ppas-16": "

HAHARHH R RAARH AR RH AR A AR RAARA AR RA AR RAARH AR RHARA AR RAARA AR RAARA AR RA A
# Test settings - used primarily by the regression suite, not for users
BB R R R R R R R e R A R R et

# The default path for SQLite database for testing
TEST_SQLITE_PATH = os.path.join(DATA_DIR, 'test_pgadmind.db')

RARBARA ARG ARGARBARARS AR AR BRR AR RB ARG ARARB ARG ARARR AR RRARG ARG AR ARLARAARAFST
# Allows flask application to response to the each request asynchronously
HARH AR HRHARH AR RHARA AR AR ARH AR RH AR AR RA AR AR RA AR AR A RA AR AR A RA AR AR AR
THREADED_MODE = True

B B e 1 2 e
# Do not allow SQLALCHEMY to track modification as it is going to be

# deprecated in future

HARH AR HRHARH AR RHARH AR RHARA AR RHARA AR RAARA AR RA AR A AR A RA AR AR A RA AR AR AR
SQLALCHEMY_TRACK_MODIFICATIONS = False

REHRBHRBRHBHBHURRRRRRARARRRBBR AR RRARRRRRAARRRR G AAAARRRRRARARRRRBRR AR ARARRRRARAAAA
# Number of records to fetch in one batch in query tool when query result
# set is large.

B B i i i 2 i i
ON_DEMAND_RECORD_COUNT = 1000

HHRRH AR AR AR AR R R R RAAR AR RRA AR AR AR AR ARA AR AR
# Allow users to display Gravatar image for their username in Server mode
HARH AR HRHARH AR RAARA AR RHARA AR RH AR AR AR ARA AR RA AR AR A RA AR AR A RA AR AR AR
SHOW_GRAVATAR_IMAGE = True

BRI R R R R A R R R R R A R R e
# Set cookie path and options

HARH AR HRHARH AR RHARA AR RH AR A AR RH AR AR RAARA AR RA AR AR RA AR AR A RA AR AR AR
COOKIE_DEFAULT_PATH = '/'

(continues on next page)
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COOKIE_DEFAULT_DOMAIN = None
SESSION_COOKIE_DOMAIN = None
SESSION_COOKIE_SAMESITE = 'Lax'
SESSION_COOKIE_SECURE = False
SESSION_COOKIE_HTTPONLY = True

i
# Skip storing session in files and cache for specific paths
i i i i i i
SESSION_SKIP_PATHS = [

'/misc/ping’

]

o i i e 2 i i i i i i
# Session expiration support

RERHRHRH R R AR AR AR AR AR AR AR AR AR AR RA AR AR AR AR AR AA R R AR AR AR AR AR AR R AR AR AR AAH
# SESSION_EXPIRATION_TIME is the interval in Days. Session will be

# expire after the specified number of *days*.

SESSION_EXPIRATION_TIME = 1

# Make SESSION_EXPIRATION_TIME to 1 week in DESKTOP mode
if not SERVER_MODE:
SESSTON_EXPIRATION_TIME = 7

# CHECK_SESSION_FILES_INTERVAL is interval in Hours. Application will check
# the session files for cleanup after specified number of *hours*.
CHECK_SESSION_FILES_INTERVAL = 24

USER_INACTIVITY_TIMEOUT is interval in Seconds. If the pgAdmin screen is left
unattended for <USER_INACTIVITY_TIMEOUT> seconds then the user will

be logged out. When set to 0, the timeout will be disabled.

If pgAdmin doesn't detect any activity in the time specified (in seconds),

the user will be forcibly logged out from pgAdmin. Set to zero to disable

the timeout.

Note: This is applicable only for SERVER_MODE=True.

USER_INACTIVITY_TIMEOUT = 0

HFHoR R W W W

# OVERRIDE_USER_INACTIVITY_TIMEOUT when set to True will override

# USER_INACTIVITY_TIMEOUT when long running queries in the Query Tool

# or Debugger are running. When the queries complete, the inactivity timer
# will restart in this case. If set to False, user inactivity may cause

# transactions or in-process debugging sessions to be aborted.
OVERRIDE_USER_INACTIVITY_TIMEOUT = True

HARH AR HRHARH AR AR A RA AR RHARH AR RH AR AR AR AR AR RA AR AR A RA AR AR A RA AR AR AR
# SSH Tunneling supports only for Python 2.7 and 3.4+

HRHARH AR RAARH AR RHARH AR RAARA AR RA AR SRR RH AR RHARA AR AR RA AR RAARA AR RH A
SUPPORT_SSH_TUNNEL = True

# Allow SSH Tunnel passwords to be saved if the user chooses.

# Set to False to disable password saving.

ALLOW_SAVE_TUNNEL_PASSWORD = False

(continues on next page)
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R i i i
# Master password is used to encrypt/decrypt saved server passwords

# Applicable for desktop mode only

B i i i i i i i i
MASTER_PASSWORD_REQUIRED = True

HRR R AR AR AR AR AR AR AR AR R RRRAR AR AAARAAAARAAARRHAAAA

# pgAdmin encrypts the database connection and ssh tunnel password using a
# master password or pgAdmin login password (for other authentication sources)
# before storing it in the pgAdmin configuration database.

#

# Below setting is used to allow the user to specify the path to a script
# or program that will return an encryption key which will be used to

# encrypt the passwords. This setting is used only in server mode when

# auth sources are oauth, Kerberos, and webserver.
#
#
#
#

You can pass the current username as an argument to the external script
by specifying %u in config value.
E.g. - MASTER_PASSWORD_HOOK = '<PATH>/passwdgen_script.sh %u’
RERHRHRH R R AR AR AR AR AR AR AR AR AR ARG RA AR AR AR AR AR RA R R AR AR AR AR AR AR AR AR AR AR AAH
MASTER_PASSWORD_HOOK = None

B

# Allows pgAdmin4 to create session cookies based on IP address, so even

# if a cookie is stolen, the attacker will not be able to connect to the

# server using that stolen cookie.

# Note: This can cause problems when the server is deployed in dynamic IP
# address hosting environments, such as Kubernetes or behind load

# balancers. In such cases, this option should be set to False.

B B e 2 e
ENHANCED_COOKIE_PROTECTION = True

i
# External Authentication Sources
Faiddda g ddada gt g i g g g g g g d g g g i i

# Default setting is internal

# External Supported Sources: ldap, kerberos, oauth2

# Multiple authentication can be achieved by setting this parameter to

# ['ldap', 'internal'] or ['oauth2', 'internal'] or

# ['webserver', 'internal'] etc.

# pgAdmin will authenticate the user with ldap/oauth2 whatever first in the

# list, in case of failure the second authentication option will be considered.

AUTHENTICATION_SOURCES = ['internal']

BRI R R R R A R R R R R A R
# MAX_LOGIN_ATTEMPTS which sets the number of failed login attempts that

# are allowed. If this value is exceeded the account is locked and can be
# reset by an administrator. By setting the variable to the value zero

(continues on next page)
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# this feature is deactivated.
e B e e e e
MAX_LOGIN_ATTEMPTS = 3

B B e B e B
# Only consider password to check the failed login attempts, email is

# excluded from this check

LOGIN_ATTEMPT_FIELDS = [ 'password']

HRHARH R R RAARH AR RH AR A AR A RA AR AR RA AR RAARA AR RHARA AR RAARA AR RAARA AR AR AH
# LDAP Configuration

RABBARA AR ARG ARAARAR D AR AR BRS AR RB ARG ARARB ARG ARARR BRI RRARB ARG AR ARG ARAARAFSA

# After ldap authentication, user will be added into the SQLite database
# automatically, if set to True.

# Set it to False, if user should not be added automatically,

# in this case Admin has to add the user manually in the SQLite database.
LDAP_AUTO_CREATE_USER = True

# Connection timeout
LDAP_CONNECTION_TIMEOUT = 10

# Server connection details (REQUIRED)
# example: ldap://<ip-address>:<port> or ldap://<hostname>:<port>
LDAP_SERVER_URI = 'ldap://<ip-address>:<port>'

# The LDAP attribute containing user names. In OpenLDAP, this may be 'uid'
# whilst in AD, 'sAMAccountName' might be appropriate. (REQUIRED)
LDAP_USERNAME_ATTRIBUTE = '<User-id>'

HARH AR HRHARH AR RAARH AR RHARA AR RH AR AR RAARA AR RA AR AR RA AR AR A RA AR AR AR
# 3 ways to configure LDAP as follows (Choose anyone) :

# 1. Dedicated User binding

# LDAP Bind User DN Example: cn=username,dc=example,dc=com

# Set this parameter to allow the connection to bind using a dedicated user.
# After the connection is made, the pgadmin login user will be further

# authenticated by the username and password provided

# at the login screen.

LDAP_BIND_USER = None

# LDAP Bind User Password
LDAP_BIND_PASSWORD = None

# OR #H##HRAHHHAHHHRAHHHAHH
# 2. Anonymous Binding

# Set this parameter to allow the anonymous bind.
# After the connection is made, the pgadmin login user will be further
# authenticated by the username and password provided

LDAP_ANONYMOUS_BIND = False

(continues on next page)
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# OR #H##HARH AR AR A AR A AR ARH
# 3. Bind as pgAdmin user

# BaseDN (REQUIRED)

# AD example:

# (&(objectClass=user) (memberof=CN=MYGROUP, CN=Users,dc=example,dc=com))
# OpenLDAP example: CN=Users,dc=example,dc=com

LDAP_BASE_DN = '<Base-DN>'

# Configure the bind format string

# Default: LDAP_BIND_FORMAT="

# {LDAP_USERNAME_ATTRIBUTE}={LDAP_USERNAME}, {LDAP_BASE_DN}"

# The current available options are:

# LDAP_USERNAME_ATTRIBUTE, LDAP_USERNAME, LDAP_BASE_DN

# Example: LDAP_BIND_FORMAT="myldapuser@sales.example.com"

# LDAP_BIND_FORMAT="NET\\myldapuser"

LDAP_BIND_FORMAT = '{LDAP_USERNAME_ATTRIBUTE}={LDAP_USERNAME}, {LDAP_BASE_DN}'

B

# Search ldap for further authentication (REQUIRED)
# It can be optional while bind as pgAdmin user
LDAP_SEARCH_BASE_DN = '<Search-Base-DN>'

# The LDAP attribute indicates whether the DN (Distinguished Names)
# are case sensitive or not
LDAP_DN_CASE_SENSITIVE = False

# Filter string for the user search.

# For OpenLDAP, '(cn=*)' may well be enough.

# For AD, you might use '(objectClass=user)' (REQUIRED)
LDAP_SEARCH_FILTER = '(objectclass=*)"

# Search scope for users (one of BASE, LEVEL or SUBTREE)
LDAP_SEARCH_SCOPE = 'SUBTREE'

# Use TLS? If the URI scheme is ldaps://, this is ignored.
LDAP_USE_STARTTLS = False

# TLS/SSL certificates. Specify if required, otherwise leave empty
LDAP_CA_CERT_FILE v

LDAP_CERT_FILE = '
LDAP_KEY_FILE = "'

HAR R R R AR AR AR AR AR AR A AR R AR AR ARAAA AR R R A AAAARAR AR AR AAARAR AR R AR A

# Some flaky LDAP servers returns malformed schema. If True, no exception
# will be raised and schema is thrown away but authentication will be done.
# This parameter should remain False, as recommended.
LDAP_IGNORE_MALFORMED_SCHEMA = False

(continues on next page)
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HARHARHRA ARG AR RRARHBHARRARH AR RB ARG ARA AR ARS AR RRRRSRRA RS ARG RAAREARAABAHASA
# Kerberos Configuration
HARH AR HRHARH AR RAARA AR RA AR A AR RHARA AR RAARA AR RA AR A AR RA AR AR A RA AR AR AR

KRB_APP_HOST_NAME = DEFAULT_SERVER

# If the default_keytab_name is not set in krb5.conf or
# the KRB_KTNAME environment variable is not set then, explicitly set
# the Keytab file

KRB_KTNAME = '<KRBS5_KEYTAB_FILE>'

# After kerberos authentication, user will be added into the SQLite database
# automatically, if set to True.

# Set it to False, if user should not be added automatically,

# in this case Admin has to add the user manually in the SQLite database.

KRB_AUTO_CREATE_USER = True
KERBEROS_CCACHE_DIR = os.path.join(DATA_DIR, 'krbccache')

HAHRHRARAHRHAHRH R RR AR HRHRA R AR A AR RAARARA AR AR RAAAARA AR R AR AR AR A RA R AR AR R AR
# Create local directory to store azure credential cache
B i B i

AZURE_CREDENTIAL_CACHE_DIR = os.path.join(DATA_DIR, 'azurecredentialcache')

HARH AR HRHARH AR A RAARA AR RH AR AR AR AR AR A RA AR AR A RA AR AR A RA AR RR AR AR AR AR
# OAuth2 Configuration
HARH AR HRHARH AR RAARA AR RHARA AR RH AR AR AR ARA AR RA AR ARG RA AR A AR A RA AR AR AR

# Multiple OAUTH2 providers can be added in the list like [{...},{...}]
# All parameters are required

OAUTH2_CONFIG = [
{
# The name of the of the oauth provider, ex: github, google
'OAUTH2_NAME': None,
# The display name, ex: Google
'"OAUTH2_DISPLAY_NAME': '<Oauth2 Display Name>',
# Oauth client id
'"OAUTH2_CLIENT_ID': None,
# Oauth secret
'"OAUTH2_CLIENT_SECRET': None,
# URL to generate a token,
# Ex: https://github.com/login/oauth/access_token
'OAUTH2_TOKEN_URL': None,
# URL is used for authentication,
# Ex: https://github.com/login/oauth/authorize
'OAUTH2_AUTHORIZATION_URL': None,
# server metadata url might optional for your provider
'OAUTH2_SERVER_METADATA_URL': None,

(continues on next page)
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# Oauth base url, ex: https://api.github.com/
'"OAUTH2_API_BASE_URL': None,
# Name of the Endpoint, ex: user
'OAUTH2_USERINFO_ENDPOINT': None,
# Oauth scope, ex: 'openid email profile'
# Note that an 'email' claim is required in the resulting profile
'OAUTH2_SCOPE': None,
# The claim which is used for the username. If the value is empty the
# email is used as username, but if a value is provided,
# the claim has to exist.
'OAUTH2_USERNAME_CLAIM': None,
# Font-awesome icon, ex: fa-github
"OAUTH2_ICON': None,
# UI button colour, ex: #0000ff
'OAUTH2_BUTTON_COLOR' : None,
# The additional claims to check on user ID Token or Userinfo response.
# This is useful to provide additional authorization checks
# before allowing access.
# Example for GitLab: allowing all maintainers teams, and a specific
# developers group to access pgadmin:
# 'OAUTH2_ADDITIONAL_CLAIMS': {
# ‘https://gitlab.org/claims/groups/maintainer': [
'kuberheads/applications’,
'kuberheads/dba’,
'kuberheads/support'’
s
‘https://gitlab.org/claims/groups/developer': [
'kuberheads/applications/team®1'
I
}
Example for AzureAD:
'OAUTH2_ADDITIONAL_CLAINMS': {
'groups': ["0760b6cf-170e-4a14-91b3-4b78e0739963"],
'wids': ["cflc38e5-3621-4004-a7cb-879624dced7c"],

HoR R W W W W W R R R W

#}
'"OAUTH2_ADDITIONAL_CLAIMS': None,
# Set this variable to False to disable SSL certificate verification
# for OAuth2 provider.
# This may need to set False, in case of self-signed certificates.
# Ref: https://github.com/psf/requests/issues/6071
'"OAUTH2_SSL_CERT_VERIFICATION': True,
# set this variable to invalidate the session of the oauth2 provider
# Example for keycloak:
# 'OAUTH2_LOGOUT_URL':
# 'https://example.com/realms/master/protocol/openid-connect/logout?post_logout_
—redirect_uri={redirect_uri}&id_token_hint={id_token}'
'OAUTH2_LOGOUT_URL': None
}
]

# After Oauth authentication, user will be added into the SQLite database
# automatically, if set to True.
(continues on next page)
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(continued from previous page)

# Set it to False, if user should not be added automatically,
# in this case Admin has to add the user manually in the SQLite database.

OAUTH2_AUTO_CREATE_USER = True

BB R A R R R R R R e R R R R et
# Webserver Configuration
HARH AR HRHARH AR RHARH AR RH AR A AR RH AR AR AR AR AR RA AR A AR RA AR AR A RA AR AR AR

WEBSERVER_AUTO_CREATE_USER = True

# REMOTE_USER variable will be used to check the environment variable

# is set or not first, if not available,

# request header will be checked for the same.

# Possible values: REMOTE_USER, HTTP_X_FORWARDED_USER, X-Forwarded-User

WEBSERVER_REMOTE_USER = 'REMOTE_USER'

HARH AR HRHARH AR RAARA AR RHARA AR RH AR A AR RAARA AR RA AR AR RA AR AR A RA AR AR AR
# Two-factor Authentication Configuration
B a2 B

# Set it to True, to enable the two-factor authentication
MFA_ENABLED = True

# Set it to True, to ask the users to register forcefully for the
# two-authentication methods on logged-in.
MFA_FORCE_REGISTRATION = False

# pgAdmin supports Two-factor authentication by either sending an one-time code
# to an email, or using the TOTP based application like Google Authenticator.
MFA_SUPPORTED_METHODS = ["email", "authenticator"]

# NOTE: Please set the 'Mail server settings' to use 'email' as two-factor
# authentication method.

# Subject for the email verification code
# Default: <APP_NAME> - Verification Code
# e.g. pgAdmin 4 - Verification Code
MFA_EMAIL_SUBJECT = None

HRHARHH R RAARH AR RH A AR RRARAARARAARAARARAARHARARHARA AR AR RA AR RAARH AR RAAA
# PSQL tool settings

HHBARBHAA ARG ARIA AR AR AR AR ARG A AR ARG AR AARHAAARAAAAA
# This will enable PSQL tool in pgAdmin when running in server mode.

# PSQL is always enabled in Desktop mode, however in server mode it is

# disabled by default because users can run arbitrary commands on the

# server through it.

ENABLE_PSQL = False

HARH AR HRHARH AR RHARH AR RHARA AR RH AR AR AR A RA AR RA AR AR RA AR AR A RA AR AR AR
# ENABLE_BINARY_PATH_BROWSING setting is used to enable the browse button

(continues on next page)
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(continued from previous page)

# while selecting binary path for the database server in server mode.

# In Desktop mode it is always enabled and setting is of no use.

HARH AR HRHARH AR RAARA AR RA AR A AR RHARA AR RAARA AR RA AR A AR RA AR AR A RA AR AR AR
ENABLE_BINARY_PATH_BROWSING = False

RARRRRRRRAHRRB AU RRRRRRRARRRRR AR R ARRRRRRARARRRRR AR AARRRRRARARRRRRRAAAAARAA

# In server mode, the SHARED_STORAGE setting is used to enable shared storage.
# Specify the name, path, and restricted_access values that should be shared
# between users. When restricted_access is set to True, non-admin users cannot
# upload/add, delete, or rename files/folders in shared storage, only admins
# can do that. Users must provide the absolute path to the folder, and the name
# can be anything they see on the user interface.

# [{ mame': 'Shared 1', 'path': '/shared_folder',

#  'restricted_access': True/False}]

HRHARH R R RAARH AR RH A AR AR RAARA AR RAARARRARA AR RHARA AR AR RA AR RAARA AR RAAA
SHARED_STORAGE = []

HARH AR HRHARH AR A RH AR AR A RH AR RA AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR A
# AUTO_DISCOVER_SERVERS setting is used to enable the pgAdmin to discover the
# database server automatically on the local machine.

# When it is set to False, pgAdmin will not discover servers installed on

# the local machine.
s S R s
AUTO_DISCOVER_SERVERS = True

HRHFRHHRHRAARH AR RAARH AR RAARA AR RAARA BRI RARRARRBRRAR R AR RH AR AR RA AR RAARA A
# SERVER_HEARTBEAT_TIMEOUT is used to send the server heartbeat to server

# from the client. This will resolve the orphan database issue once

# browser tab is closed.

HRHARH R R RAARH AR RH AR AR A RA AR A AR RA AR AR RA AR RHARA AR RAARA AR RAARAAR AR ARA A
SERVER_HEARTBEAT_TIMEOUT = 30 # In seconds

HHBARBHA A AR AR IR AR AR AR AR AR AR AR AR AR AARAAS
# ENABLE_SERVER_PASS_EXEC_CMD is used to enable/disable Password exec command
# field in server properties. This is used to specify a shell command to be

# executed to retrieve a password to be used for server authentication.

# This setting is applicable only for server mode.

BB R R R R R R e B e e B R R e it i
ENABLE_SERVER_PASS_EXEC_CMD = False

HRHARH AR RAARH AR RH AR A AR RA AR AR RA AR RHARA AR RHARA AR AR A RA AR RAARA AR RH AR AH
# Patch the default config with custom config and other manipulations
B B
from pgadmin.evaluate_config import evaluate_and_patch_config

locals() .update(evaluate_and_patch_config(locals()))
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1.1.2 Desktop Deployment
pgAdmin may be deployed as a desktop application by configuring the application to run in desktop mode and then
utilising the desktop runtime to host the program on a supported Windows, Mac OS X or Linux installation.

The desktop runtime is a standalone application that when launched, runs the pgAdmin server and opens a window to
render the user interface.

Note: Pre-compiled and configured installation packages are available for a number of platforms. These packages
should be used by end-users whereever possible - the following information is useful for the maintainers of those
packages and users interested in understanding how pgAdmin works.

See also:

For detailed instructions on building and configuring pgAdmin from scratch, please see the README file in the top
level directory of the source code. For convenience, you can find the latest version of the file here, but be aware that
this may differ from the version included with the source code for a specific version of pgAdmin.

Configuration

From pgAdmin 4 v2 onwards, the default configuration mode is server, however, this is overridden by the desktop
runtime at startup. In most environments, no Python configuration is required unless you wish to override other default
settings.

See The config.py File for more information on configuration settings.

Desktop Runtime Standalone Application

The Desktop Runtime is based on NWjs which integrates a browser and the Python server creating a standalone appli-
cation.
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08 pgAdmin 4
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Use the File Menu to access the Runtime Menu:
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Option Action
Configure. .. Click to open configuration dialog to configure fixed port, port number and connection timeout.
View log. .. Click to open the view log dialog to view the pgAdmin 4 logs.

Enter Full  Click to enter/exit the full screen mode. Keyboard Shortcuts: OSX (Cmd + Ctrl + F), Other OS
Screen (F10).

Actual Size Click to change the window size to it original size. Keyboard Shortcuts: OSX (Cmd + 0), Other
OS (Ctrl + 0).

Zoom In Click to increase the zoom level. Keyboard Shortcuts: OSX (Cmd + +), Other OS (Ctrl + +).

Zoom Out Click to decrease the zoom level. Keyboard Shortcuts: OSX (Cmd + -), Other OS (Ctrl + -).

Configuration Dialog

Use the Runtime Menu to access the Configuration dialog:
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®

Fixed Port

By default, the pgAdmin 4 uses
successfully. If you need to use

pgAdmin 4 Configuration

a random port number to ensure it can always run
a predictable port number, you can set one here. Note

that if the port is already in use, the application will be unable to start.

Fixed port number? (] Port Number 5050

Connection Timeout

Connection Timeout will define

how long to wait for pgAdmin to start before throwing

the error. By default, pgAdmin wait for 90 seconds.

Timeout 90 seconds

Open Documentation

By checking this option, all doc
instead of in a new window.

umentation links will open in the default browser

Open Documentation in Default Browser?

Following are the details of the Fixed port number?, Port Number, Connection Timeout, and ‘Open Documentation in
Default Browser?” configuration parameters:

Key Type Purpose

FixedPort Boolean Use a fixed network port number rather than a random one.
PortNumber Integer The port number to use, if using a fixed port.
ConnectionTimeout Integer The number of seconds to wait for application server startup.

Open Documentation in De- Boolean
fault Browser

By checking this option, all documentation links will open in the
default browser instead of in a new window.
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Log dialog

Use the Runtime Menu to access the Log dialog:

@ pgAdmin 4 Log

Server Log: (/Users/akshayjoshi/Library/Application Support/pgadmin/pgadmin4.1613478652390.log)

Python Path: “/Applications/pgAdmin
4.app/Contents/Frameworks/Python.framework/Versions/Current/bin/python3"
Runtime Config File: "fUsers/akshayjoshi/Library/Preferences/pgadmin/runtime_config.json” |
pgAdmin Config File: "fApplications/pgAdmin 4.app/Contents/Resources/web/config. py" |
Webapp Path: "/Applications/pgAdmin 4.app/Contents/Resources/web/pgAdmind.py"

pgAdmin Command: “/Applications/pgAdmin
4.app/Contents/Frameworks/Python.framework/Versions/Current/bin/python3 fApplications/pgAdmin
4.app/Contents/Resources/web/pgAdmind.py"

Application Server URL: http://127.0.0.1:49251/?key=b304af6e-27c1-4694-9a32-cb0f77cfOf38

Click on the Reload button at the bottom to view the latest logs of pgAdmin 4 Server.

When executed, the runtime will automatically try to execute the pgAdmin Python application. If execution fails, it will
prompt you with error message displaying a Configure button at the bottom. You can configure a fixed port number to
avoid clashes of the default random port number with other applications and a connection timeout if desired.
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[ ] Fatal Error

The pgAdmin 4 server could not be contacted:

Python Path: "/Applications/pgAdmin
4.app/Contents/Framewarks/Python.framework/Versions/Current/bin/python3"

Runtime Config File: "fUsers/fakshayjoshi/Library/Preferences/pgadmin/runtime_config.json”

pgAdmin Config File: "/Applications/pgAdmin 4.app/Contents/Resources/web/config.py"

Webapp Path: "/Applications/pgAdmin 4.app/Contents/Resources/web/pgAdmind.py"

pgAdmin Command: *fApplications/pgAdmin
4.app/Contents/Frameworks/Python.framework/Versions/Current/bin/python3 /Applications/pgAdmin
4.app/Contents/Resources/web/pgAdmind.py"

2021-02-16 17:39:20,092: ERROR pgadmin: Error starting the app server: (<class 'OSError'>, OSError("No
socket could be created -- (("127.0.0.1, 5432): [Errno 48] Address already in use)"), <traceback object at
0x10e02bac0=)

Using production server...

==

If the error is related to Python Path or pgAdmin Python file then you need to create a file named ‘dev_config.json’ and
specify the following entries:

{
"pythonPath": "/path/to/python.exe",
"pgadminFile": "/path/to/pgAdmin4.py"

Note that the dev_config.py file should only be required by developers who are working outside of a standard installation.

The configuration settings are stored in runtime_config.json file, which will be available on Unix systems (~/.lo-
cal/share/pgadmin/), on Mac OS X (~/Library/Preferences/pgadmin), and on Windows (% APPDATA %/pgadmin).

1.1.3 Server Deployment

pgAdmin may be deployed as a web application by configuring the app to run in server mode and then deploying it
either behind a webserver running as a reverse proxy, or using the WSGI interface.

When deployed in server mode, there are two notable differences for users:

» Users must login before they can use pgAdmin. An initial superuser account is created when server mode is
initialised, and this user can add additional superusers and non-superusers as required.

« File storage is restricted to a virtual root directory for each individual user under the directory configured using
the STORAGE_DIR configuration parameter. Users do not have access to the complete filesystem of the server.

The following instructions demonstrate how pgAdmin may be run as a WSGI application under Apache HTTPD, using
mod_wsgi, standalone using uWSGI or Gunicorn, or under NGINX using using uWSGI or Gunicorn.

See also:

For detailed instructions on building and configuring pgAdmin from scratch, please see the README file in the top
level directory of the source code. For convenience, you can find the latest version of the file here, but be aware that
this may differ from the version included with the source code for a specific version of pgAdmin.
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Requirements

Important: Some components of pgAdmin require the ability to maintain affinity between client sessions and a specific
database connection (for example, the Query Tool in which the user might run a BEGIN command followed by a number
of DML SQL statements, and then a COMMIT). pgAdmin has been designed with built-in connection management to
handle this, however it requires that only a single Python process is used because it is not easily possible to maintain
affinity between a client session and one of multiple WSGI worker processes.

On Windows systems, the Apache HTTP server uses a single process, multi-threaded architecture. WSGI applications
run in embedded mode, which means that only a single process will be present on this platform in all cases.

On Unix systems, the Apache HTTP server typically uses a multi-process, single threaded architecture (this is dependent
on the MPM that is chosen at compile time). If embedded mode is chosen for the WSGI application, then there will be
one Python environment for each Apache process, each with it’s own connection manager which will lead to loss of
connection affinity. Therefore one should use mod_wsgi’s daemon mode, configured to use a single process. This will
launch a single instance of the WSGI application which is utilised by all the Apache worker processes.

Whilst it is true that this is a potential performance bottleneck, in reality pgAdmin is not a web application that’s ever
likely to see heavy traffic unlike a busy website, so in practice should not be an issue.

Future versions of pgAdmin may introduce a shared connection manager process to overcome this limitation, however
that is a significant amount of work for little practical gain.

Configuration
In order to configure pgAdmin to run in server mode, it may be necessary to configure the Python code to run in
multi-user mode, and then to configure the web server to find and execute the code.

See The config.py File for more information on configuration settings.

Python

From pgAdmin 4 v2 onwards, server mode is the default configuration. If running under the desktop runtime, this is
overridden automatically. There should typically be no need to modify the configuration simply to enable server mode
to work, however it may be desirable to adjust some of the paths used.

In order to configure the Python code, follow these steps:
1. Create a config_local.py file alongside the existing config.py file.

2. Edit config_local.py and add the following settings. In most cases, the default file locations should be ap-
propriate:

NOTE: You must ensure the directories specified are writeable by the user that the web server processes will be
running as, e.g. apache or www-data. You may specify DATA_DIR in order to create all required directories

and files under DATA_DIR folder.

LOG_FILE = '/var/log/pgadmin4/pgadmin4.log'

SQLITE_PATH = '/var/lib/pgadmin4/pgadmin4.db'’

SESSION_DB_PATH = '/var/lib/pgadmin4/sessions'

STORAGE_DIR = '/var/lib/pgadmin4/storage’

AZURE_CREDENTIAL_CACHE_DIR = '/var/lib/pgadmin4/azurecredentialcache'’
KERBEROS_CCACHE_DIR = '/var/lib/pgadmin4/kerberoscache’

4. Run the following command to create the configuration database:
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[# python setup.py setup-db }

5. Change the ownership of the configuration database to the user that the web server processes will run as, for
example, assuming that the web server runs as user www-data in group www-data, and that the SQLite path is
/var/lib/pgadmin4/pgadmin4.db:

[# chown www-data:www-data /var/lib/pgadmin4/pgadmin4.db ]

Hosting

There are many possible ways to host pgAdmin in server mode. Some examples are given below:

Apache HTTPD Configuration (Windows)

Once Apache HTTP has been configured to support mod_wsgi, the pgAdmin application may be configured similarly
to the example below:

<VirtualHost *>
ServerName pgadmin.example.com
WSGIScriptAlias / "C:\Program Files\pgAdmin4\web\pgAdmin4.wsgi"
<Directory "C:\Program Files\pgAdmin4\web">
Order deny,allow
Allow from all
</Directory>
</VirtualHost>

Now open the file C:\Program Files\pgAdmin4\web\pgAdmin4.wsgi with your favorite editor and add the code
below which will activate Python virtual environment when Apache server runs.

activate_this = 'C:\Program Files\pgAdmin4\venv\Scripts\activate_this.py'
exec(open(activate_this).read())

Note: The changes made in pgAdmin4.wsgi file will revert when pgAdmin4 is either upgraded or downgraded.

Apache HTTPD Configuration (Linux/Unix)

Once Apache HTTP has been configured to support mod_wsgi, the pgAdmin application may be configured similarly
to the example below:

<VirtualHost *>
ServerName pgadmin.example.com

WSGIDaemonProcess pgadmin processes=1 threads=25 python-home=/path/to/python/
—virtualenv
WSGIScriptAlias / /opt/pgAdmind/web/pgAdmind.wsgi

<Directory /opt/pgAdmin4/web>
WSGIProcessGroup pgadmin
WSGIApplicationGroup %{GLOBAL}
Order deny,allow

(continues on next page)
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(continued from previous page)
Allow from all
</Directory>
</VirtualHost>

Note: If you’re using Apache HTTPD 2.4 or later, replace the lines:

Order deny,allow
Allow from all

with:

[Require all granted

Adjust as needed to suit your access control requirements.

Standalone Gunicorn Configuration

pgAdmin may be hosted by Gunicorn directly simply by running a command such as the one shown below. Note that
this example assumes pgAdmin was installed using the Python Wheel (you may need to adjust the path to suit your
installation):

gunicorn --bind 0.0.0.0:80 \
--workers=1 \
--threads=25 \
--chdir /usr/lib/python3.7/dist-packages/pgadming \
pgAdmind: app

Standalone uWSGI Configuration

pgAdmin may be hosted by uWSGI directly simply by running a command such as the one shown below. Note that
this example assumes pgAdmin was installed using the Python Wheel (you may need to adjust the path to suit your
installation):

uwsgi --http-socket 0.0.0.0:80 \
--processes 1 \
--threads 25 \
--chdir /usr/lib/python3.7/dist-packages/pgadmin4/ \
--mount /=pgAdmin4:app

NGINX Configuration with Gunicorn

pgAdmin can be hosted by Gunicorn, with NGINX in front of it. Note that these examples assume pgAdmin was
installed using the Python Wheel (you may need to adjust the path to suit your installation).

To run with pgAdmin in the root directory of the server, start Gunicorn using a command similar to:

gunicorn --bind unix:/tmp/pgadmind.sock \
--workers=1 \
--threads=25 \

(continues on next page)
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(continued from previous page)

--chdir /usr/lib/python3.7/dist-packages/pgadmingd \
pgAdmind: app

And configure NGINX:

location / {
include proxy_params;
proxy_pass http://unix:/tmp/pgadmin4.sock;

Alternatively, pgAdmin can be hosted in a sub-directory (/pgadmin4 in this case) on the server. Start Gunicorn as when
using the root directory, but configure NGINX as follows:

location /pgadmin4/ {
include proxy_params;
proxy_pass http://unix:/tmp/pgadmin4.sock;
proxy_set_header X-Script-Name /pgadmin4;

NGINX Configuration with uWSGI

pgAdmin can be hosted by uWSGI, with NGINX in front of it. Note that these examples assume pgAdmin was installed
using the Python Wheel (you may need to adjust the path to suit your installation).

To run with pgAdmin in the root directory of the server, start uWSGI using a command similar to:

uwsgi --socket /tmp/pgadmind.sock \
--processes 1 \
--threads 25 \
--chdir /usr/lib/python3.7/dist-packages/pgadmin4/ \
--manage-script-name \
--mount /=pgAdmin4:app

And configure NGINX:

location / { try_files $uri @pgadmin4; }
location @pgadmin4d {

include uwsgi_params;

uwsgi_pass unix:/tmp/pgadmin4.sock;

Alternatively, pgAdmin can be hosted in a sub-directory (/pgadmin4 in this case) on the server. Start uWSGI, noting
that the directory name is specified in the mount parameter:

uwsgi --socket /tmp/pgadmin4.sock \
--processes 1 \
--threads 25 \
--chdir /usr/lib/python3.7/dist-packages/pgadmind/ \
--manage-script-name \
--mount /pgadmind=pgAdmin4:app

Then, configure NGINX:
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location = /pgadmin4 { rewrite * /pgadmin4/; }
location /pgadmin4 { try_files $uri @pgadmin4; }
location @pgadmin4 {

include uwsgi_params;

uwsgi_pass unix:/tmp/pgadming.sock;

¥

Additional Information

Note: pgAdmin will spawn additional Python processes from time to time, and relies on the sys.executable variable in
Python to do this. In some cases, you may need to override that value to ensure the correct interpreter is used, instead
of the WSGI host process. For example, uWSGI offers the —py-sys-executable command line option to achieve this.

1.1.4 Container Deployment

pgAdmin can be deployed in a container using the image at:
https://hub.docker.com/r/dpage/pgadmin4/

There are various tags that you can select from to get the version of pgAdmin that you want, using a command such as
this if you’re using Docker:

[docker pull dpage/pgadmind:<tag name>

where <tag name> is one of the following:

Tag name Description

latest The most recent release.

8.4 A specific version (8.4 in this case).

8 the latest release of a specific major version (major version 8 in this case).
snapshot The latest nightly test build.

PostgreSQL Utilities

The PostgreSQL utilities pg_dump, pg_dumpall, pg_restore and psql are included in the container to allow backups to
be created and restored and other maintenance functions to be executed. Multiple versions are included in the following
directories to allow use with different versions of the database server:

» PostgreSQL 12: /usr/local/pgsql-12
 PostgreSQL 13: /usr/local/pgsql-13
* PostgreSQL 14: /usr/local/pgsql-14
* PostgreSQL 15: /usr/local/pgsql-15
 PostgreSQL 16: /usr/local/pgsql-16

The default binary paths set in the container are as follows:
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DEFAULT_BINARY_PATHS = {
'pg-16"': '/usr/local/pgsql-16"',
'pg-15"': '/usr/local/pgsql-15",
'pg-14': '/usr/local/pgsql-14",
'pg-13': '/usr/local/pgsql-13"',
'pg-12"': '/usr/local/pgsql-12'
}

this may be changed in the Preferences Dialog.

Environment Variables

The container will accept the following variables at startup:
PGADMIN_DEFAULT_EMAIL

This is the email address used when setting up the initial administrator account to login to pgAdmin. This variable is
required and must be set at launch time.

PGADMIN_DEFAULT_PASSWORD

This is the password used when setting up the initial administrator account to login to pgAdmin. This variable is
required and must be set at launch time.

PGADMIN_DEFAULT_PASSWORD_FILE

This is the password used when setting up the initial administrator account to login to pgAdmin. This value
should be set to docker secret in order to set the password. This variable is supported in docker swarm en-
vironment or while creating container with docker compose. PGADMIN_DEFAULT_PASSWORD or PGAD-
MIN_DEFAULT_PASSWORD_FILE variable is required and must be set at launch time.

PGADMIN_DISABLE_POSTFIX
Default: <null>
If left unset, a Postfix server will be started to deliver password reset emails.

If set to any value, the Postfix server will not be started, and pgAdmin will need to be configured to use an external
mail server using the PGADMIN_CONFIG_ options below.

This option is useful if you’re running in an environment that prevents the use of sudo to start Postfix, or if you wish to
use an external mail server.

PGADMIN_ENABLE_TLS
Default: <null>

If left un-set, the container will listen on port 80 for connections in plain text. If set to any value, the container will
listen on port 443 for TLS connections.

When TLS is enabled, a certificate and key must be provided. Typically these should be stored on the host file system
and mounted from the container. The expected paths are /certs/server.cert and /certs/server.key

PGADMIN_LISTEN_ADDRESS
Default: [::]

Specify the local address that the servers listens on. The default should work for most users - in IPv4-only environments,
this may need to be set to 0.0.0.0.

PGADMIN_LISTEN_PORT
Default: 80 or 443 (if TLS is enabled)
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Allows the port that the server listens on to be set to a specific value rather than using the default.
PGADMIN_SERVER_JSON_FILE
Default: /pgadmind/servers.json

Override the default file path for the server definition list. See the /pgadmin4/servers.json mapped file below for more
information. See the format of the Servers JSON file.

PGADMIN_PREFERENCES_JSON_FILE
Default: /pgadmind/preferences.json

Override the default file path for the preferences customization at the container creation. See the /pgad-
min4/preferences.json mapped file below for more information. See the format of the Preferences JSON file.

GUNICORN_ACCESS_LOGFILE

Default: - (stdout)

Specify an output file in which to store the Gunicorn access logs, instead of sending them to stdout.
GUNICORN_LIMIT_REQUEST_LINE

Default: 8190

Set the maximum size of HTTP request line in bytes. By default the pgAdmin container uses the maximum limited
size offered by Gunicorn as some requests can be quite large. In exceptional cases this value can be set to 0 (zero) to
specify “unlimited”, however this poses a potential denial of service hazard.

GUNICORN_THREADS
Default: 25

Adjust the number of threads the Gunicorn server uses to handle incoming requests. This should typically be left as-is,
except in highly loaded systems where it may be increased.

PGADMIN_CONFIG_*

This is a variable prefix that can be used to override any of the configuration options in pgAdmin’s config.py file. Add
the PGADMIN_CONFIG_ prefix to any variable name from config.py and give the value in the format ‘string value’
for strings, True/False for booleans or 123 for numbers. See below for an example.

Settings are written to /pgadmin4/config_distro.py within the container, which is read after /pgadmin4/config.py and be-
fore /pgadmind/config_local.py. Any settings given will therefore override anything in config.py, but can be overridden
by settings in config_local.py.

Settings are only written to /pgadmin4/config_distro.py once, typically on first launch of the container. If /pgad-
min4/config_distro.py contains one or more lines, then no changes are made; for example, if the container instance
is restarted, or /pgadmind/config_distro.py is mapped to a file on persistent storage (not recommended - use /pgad-
min4/config_local.py instead)!

See The config.py File for more information on the available configuration settings.
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Mapped Files and Directories

The following files or directories can be mapped from the container onto the host machine to allow configuration to be
customised and shared between instances.

Warning: Warning: pgAdmin runs as the pgadmin user (UID: 5050) in the pgadmin group (GID: 5050) in the
container. You must ensure that all files are readable, and where necessary (e.g. the working/session directory)
writeable for this user on the host machine. For example:

[sudo chown -R 5050:5050 <host_directory> ]

On some filesystems that do not support extended attributes, it may not be possible to run pgAdmin without spec-
ifying a value for PGADMIN_LISTEN_PORT that is greater than 1024. In such cases, specify an alternate port
when launching the container by adding the environment variable, for example:

[—e "PGADMIN_LISTEN_PORT=5050" }

Don’t forget to adjust any host-container port mapping accordingly.

/var/lib/pgadmin

This is the working directory in which pgAdmin stores session data, user files, configuration files, and it’s configuration
database. Mapping this directory onto the host machine gives you an easy way to maintain configuration between
invocations of the container.

/pgadmind/config_local.py

This file can be used to override configuration settings in pgAdmin. Settings found in config.py can be overridden with
deployment specific values if required. Settings in config_local.py will also override anything specified in the container
environment through PGADMIN_CONFIG_ prefixed variables.

/pgadmind/servers.json

If this file is mapped, server definitions found in it will be loaded at launch time. This allows connection information
to be pre-loaded into the instance of pgAdmin in the container. Note that server definitions are only loaded on first
launch, i.e. when the configuration database is created, and not on subsequent launches using the same configuration
database.

/pgadmind/preferences.json

If this file is mapped, preferences defined in it will be updated at launch time. This allows customization of preferences
settings into the instance of pgAdmin in the container. Note that preferences are only set on first launch, i.e. when the
configuration database is created, and not on subsequent launches using the same configuration database.

/certs/server.cert
If TLS is enabled, this file will be used as the servers TLS certificate.
/certs/server.key

If TLS is enabled, this file will be used as the key file for the servers TLS certificate.
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Examples

Run a simple container over port 80:

-

docker pull dpage/pgadmin4

docker run -p 80:80 \
-e 'PGADMIN_DEFAULT_EMAIL=user@domain.com' \
-e 'PGADMIN_DEFAULT_PASSWORD=SuperSecret' \
-d dpage/pgadmind

L

Run a simple container over port 80, setting some configuration options:

-

docker pull dpage/pgadmind
docker run -p 80:80 \
-e 'PGADMIN_DEFAULT_EMAIL=user@domain.com' \
-e 'PGADMIN_DEFAULT_PASSWORD=SuperSecret' \
-e 'PGADMIN_CONFIG_ENHANCED_COOKIE_PROTECTION=True' \
-e 'PGADMIN_CONFIG_LOGIN_BANNER="Authorised users only!"' \
-e '"PGADMIN_CONFIG_CONSOLE_LOG_LEVEL=10" \
-d dpage/pgadmind

L J

Run a TLS secured container using a shared config/storage directory in /private/var/lib/pgadmin on the host, and servers
pre-loaded from /tmp/servers.json on the host:

-

docker pull dpage/pgadmin4
docker run -p 443:443 \
-v /private/var/lib/pgadmin:/var/lib/pgadmin \
-v /path/to/certificate.cert:/certs/server.cert \
-v /path/to/certificate.key:/certs/server.key \
-v /tmp/servers.json:/pgadmin4/servers. json \
-e 'PGADMIN_DEFAULT_EMAIL=user@domain.com' \
-e 'PGADMIN_DEFAULT_PASSWORD=SuperSecret' \
-e 'PGADMIN_ENABLE_TLS=True' \
-d dpage/pgadmin4

Reverse Proxying

Sometimes it’s desirable to have users connect to pgAdmin through a reverse proxy rather than directly to the container
it’s running in. The following examples show how this can be achieved. With traditional reverse proxy servers such
as Nginx, pgAdmin is running in a container on the same host, with port 5050 on the host mapped to port 80 on the
container, for example:

docker pull dpage/pgadmin4

docker run -p 5050:80 \
-e "PGADMIN_DEFAULT_EMAIL=user@domain.com" \
-e "PGADMIN_DEFAULT_PASSWORD=SuperSecret" \
-d dpage/pgadmind
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pgAdmin X-Forwarded-* Configuration

pgAdmin needs to understand how many proxies set each header so it knows what values to trust. The configuration
parameters for the X-Forwarded-* options which are used for this purpose are shown below, along with their default
values.

pgAdmin is configured by default to be able to run behind a reverse proxy even on a non-standard port and these config
options don’t normally need to be changed. If you’re running an unusual configuration (such as multiple reverse proxies)
you can adjust the configuration to suit.

s Y

# Number of values to trust for X-Forwarded-For
PROXY_X_FOR_COUNT = 1

# Number of values to trust for X-Forwarded-Proto.
PROXY_X_PROTO_COUNT = 0

# Number of values to trust for X-Forwarded-Host.
PROXY_X_HOST_COUNT = O

# Number of values to trust for X-Forwarded-Port.
PROXY_X_PORT_COUNT = 1

# Number of values to trust for X-Forwarded-Prefix.
PROXY_X_PREFIX_COUNT = O

HTTP via Nginx

A configuration similar to the following can be used to create a simple HTTP reverse proxy listening for all hostnames
with Nginx:

s Y

server {
listen 80;
server_name _;

location / {
proxy_set_header Host $host;
proxy_pass http://localhost:5050/;
proxy_redirect ;

}

L J

If you wish to host pgAdmin under a subdirectory rather than on the root of the server, you must specify the location
and set the X-Script-Name header which tells the pgAdmin container how to rewrite paths:

s N

server {
listen 80;
server_name _;

location /pgadmin4d/ {
proxy_set_header X-Script-Name /pgadmin4;
proxy_set_header Host $host;
proxy_pass http://localhost:5050/;

(continues on next page)
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(continued from previous page)

proxy_redirect ;

If Nginx is also running in a container, there is no need to map the pgAdmin port to the host, provided the two containers
are running in the same Docker network. In such a configuration, the proxy_pass option would be changed to point to
the pgAdmin container within the Docker network.

HTTPS via Nginx

The following configuration can be used to serve pgAdmin over HTTPS to the user whilst the backend container is
serving plain HTTP to the proxy server. In this configuration we not only set X-Script-Name, but also X-Scheme to tell
the pgAdmin server to generate any URLSs using the correct scheme. A redirect from HTTP to HTTPS is also included.
The certificate and key paths may need to be adjusted as appropriate to the specific deployment:

-

server {

listen 80;

return 301 https://$host$request_uri;
}

server {
listen 443;
server_name _;
ssl_certificate /etc/nginx/server.cert;
ssl_certificate_key /etc/nginx/server.key;

ssl ;

ssl_session_cache builtin:1000 shared:SSL:10m;

ssl_protocols TLSvl TLSv1l.1 TLSv1.2;

ssl_ciphers HIGH:!aNULL: !eNULL:!EXPORT: !CAMELLIA: !DES: !MD5: !PSK: !RC4;
ssl_prefer_server_ciphers ;

location /pgadmin4/ {
proxy_set_header X-Script-Name /pgadmin4;
proxy_set_header X-Scheme $scheme;
proxy_set_header Host $host;
proxy_pass http://localhost:5050/;
proxy_redirect ;
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Traefik

Configuring Traefik is straightforward for either HTTP or HTTPS when running pgAdmin in a container as it will
automatically configure itself to serve content from containers that are running on the local machine, virtual hosting
them at <container_name>.<domain_name=>, where the domain name is that specified in the Traefik configuration.
The container is typically launched per the example below:

docker pull dpage/pgadmin4

docker run --name "pgadmind" \
-e "PGADMIN_DEFAULT_EMAIL=user@domain.com" \
-e "PGADMIN_DEFAULT_PASSWORD=SuperSecret" \

-d dpage/pgadmind

Note that the TCP/IP port has not been mapped to the host as it was in the Nginx example, and the container name has
been set to a known value as it will be used as the hostname and may need to be added to the DNS zone file.

The following configuration will listen on ports 80 and 443, redirecting 80 to 443, using the default certificate shipped
with Traefik. See the Traefik documentation for options to use certificates from LetsEncrypt or other issuers.

defaultEntryPoints = ["http", "https"]

[entryPoints]
[entryPoints.http]
address = ":80"

[entryPoints.http.redirect]
entryPoint = "https"
[entryPoints.https]
address = ":443"
[entryPoints.https.tls]

[docker]
domain = "domain_name"
watch = true

If you wish to host pgAdmin under a subdirectory using Traefik, the configuration changes are typically made to the
way the container is launched and not to Traefik itself. For example, to host pgAdmin under /pgadmin4/ instead of at
the root directory, the Traefik configuration above may be used if the container is launched like this while using the
version v1 of Traefik:

docker pull dpage/pgadmin4
docker run --name "pgadmin4d" \
-e "PGADMIN_DEFAULT_EMAIL=user@domain.com" \
-e "PGADMIN_DEFAULT_PASSWORD=SuperSecret" \
-e "SCRIPT_NAME=/pgadmin4" \
-1 "traefik. frontend.rule=PathPrefix:/pgadmind" \
-d dpage/pgadmind

The SCRIPT_NAME environment variable has been set to tell the container it is being hosted under a subdirectory
(in the same way as the X-Script-Name header is used with Nginx), and a label has been added to tell Traefik to route
requests under the subdirectory to this container.

While using the Traefik configuration for version v2 for hosting pgAdmin under subdirectory the container is typically
launched per the example below:
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docker pull dpage/pgadmin4
docker run --name "pgadmin4d" \

-e "PGADMIN_DEFAULT_EMAIL=user@domain.com" \

-e "PGADMIN_DEFAULT_PASSWORD=SuperSecret" \

-e "SCRIPT_NAME=/pgadmin4" \

-1 "traefik.frontend.pgadmin4.rule=Host( host.example.com ) && PathPrefix( /
—pgadmind )" \

-d dpage/pgadmin4

1.2 Login Page

Use the Login page to log in to pgAdmin:

Forgotten your password?

English

Use the fields in the Login page to authenticate your connection. There are two ways to authenticate your connection:

* From pgAdmin version 4.21 onwards, support for LDAP authentication has been added. If LDAP authentication
has been enabled for your pgAdmin application, you can use your LDAP credentials to log in to pgAdmin:

— Provide the LDAP username in the Email Address/Username field.
— Provide your LDAP password in the Password field.
 Alternatively, you can use the following information to log in to pgAdmin:
— Provide the email address associated with your account in the Email Address/Username field.
— Provide your password in the Password field.
Click the Login button to securely log into pgAdmin.

Please note that if the pgAdmin server is restarted, then you will be logged out. You need to re-login to continue.

1.2.1 Recovering a Lost Password

If you cannot supply your password, click the Forgotten your password? button to launch a password recovery utility.
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EAdmin

Forget Password

Enter the email address for the user account you wish to recover
the password for:

Recover Password

* Provide the email address associated with your account in the Email Address field.

¢ Click the Recover Password button to initiate recovery. An email, with directions on how to reset a password,
will be sent to the address entered in the Email Address field.

If you have forgotten the email associated with your account, please contact your administrator.

Please note that your LDAP password cannot be recovered using this page. If you enter your LDAP username in the
Email Address/Username field, and then enter your email to recover your password, an error message will be displayed
asking you to contact the LDAP administrator to recover your LDAP password.

1.2.2 Avoiding a bruteforce attack

You have the possibility to lock an account by setting MAX_LOGIN_ATTEMPTS once it has reached the maximum number
of login attempts. You can disable this feature by setting the value to zero.

1.3 Enabling two-factor authentication (2FA)

1.3.1 About two-factor authentication

Two-factor authentication (2FA) is an extra layer of security used when logging into websites or apps. With 2FA, you
have to log in with your username and password and provide another form of authentication that only you know or have
access to.

1.3.2 Setup two-factor authentication

To set up 2FA for pgAdmin 4, you must configure the Two-factor Authentication settings in config_local.py or con-
fig_system.py (see the config.py documentation) on the system where pgAdmin is installed in Server mode. You can
copy these settings from config.py file and modify the values for the following parameters.

Parameter Description

MFA_ENABLED The default value for this parameter is True. To disable 2FA, set the
value to False

SUPPORTED_MFA_LIST Set the authentication methods to be supported

MFA_EMAIL_SUBJECT <APP_NAME> - Verification Code e.g. pgAdmin 4 - Verification
Code

MFA_FORCE_REGISTRATION Force the user to configure the authentication method on login (if no

authentication is already configured).
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NOTE: You must set the ‘Mail server settings’ in config_local.py or config_system.py in order to use ‘email’ as two-
Jactor authentication method (see the config.py documentation).

1.3.3 Configure two-factor authentication

To configure 2FA for a user, you must click on “Two-factor Authentication’ in the User menu in right-top corner. It
will list down all the supported multi factor authentication methods. Click on ‘Setup’ of one of those methods and
follow the steps for each authentication method. You will see the Delete button for the authentication method, which
is already been configured. Clicking on Delete button will deregister the authentication method for the current user.

Authentication Pl

[EAdmin

Authentication Registration

Email Authentication
=

c;‘a Authenticator App

0 X Cloge

You can also force users to configure the two-factor authentication methods on login by setting
MPFA_FORCE_REGISTRATION parameter to True.

1.4 User Management Dialog

When invoking pgAdmin in desktop mode, a password is randomly generated, and then ignored. If you install pgAdmin
in server mode, you will be prompted for an administrator email and password for the pgAdmin client.

When you authenticate with pgAdmin, the server definitions associated with that login role are made available in the
tree control. An administrative user can use the User Management dialog to:

* add or delete pgAdmin roles
* assign privileges

* manage the password associated with a role
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User Management X
Authentication source Username Email Role Active  New password Confirm password  Locked

B internal Userl@pgadmin Userl@pgadmin Administrator .

] internal User2@pgadmin User2@pgadmin Administratar . =

[ ] internal NonAdmin@pga MonAdmin@pga User .

B dap Idapuser Administrator .

B kerberos keruser User . =

B jauth? cauthuser User . =

o e ¥ Close | #3) Reset i

Use the Search field to specify a criteria and review a list of users that matches with the specified criteria. You can
enter a value that matches the following criteria types: Authentication source, Username, or Email. For example, you
can enter Idap in the search box and only the records having Idap as authentication source will be displayed in the User
Management table.

To add a user, click the Add (+) button at the top right corner.

User Management & X
+
Authentication source  Username Email Role Active  New password Confirm password Locked
[] internal Userl@pgadm Userl@pgadmi Administrator .
[] internal User2@pgadm User2@pgadmi Administrator . )
i internal NMonAdmin@pg: MonAdmin@pg: User . =
internal
Idap
;R X Close ) Reset : Save
oauth?
webserver

Provide information about the new pgAdmin role in the row:

* Use the drop-down list box next to Authentication source field to select the type of authentication that should
be used for the user. If authentication source is only ‘internal’ then Authentication source field is disabled.
Supported Authentication source are internal, 1dap, kerberos, oauth2 and webserver.

* Click in the Username field, and provide a username for the user. This field is enabled only when you select
authentication source except internal. If you select infernal as authentication source, your email address is
displayed in the username field.

¢ Click in the Email field, and provide an email address for the user.
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* Use the drop-down list box next to Role to select whether a user is an Administrator or a User.
— Select Administrator if the user will have administrative privileges within the pgAdmin client.
— Select User to create a non-administrative user account.

* Move the Active switch to the No position if the account is not currently active; the default is Yes. Use this switch
to disable account activity without deleting an account.

» Use the New password field to provide the password associated with the user specified in the Email field. This
field is disabled if you select any authentication source except internal.

* Re-enter the password in the Confirm password field. This field is disabled if you select ldap as authentication
source.

* Locked switch is disabled by default when set to False. It is only enabled when the user is locked by trying
unsuccessful login attempts. Move the switch to the False position if you want to unlock the account.

To discard a user, and revoke access to pgAdmin, click the trash icon to the left of the row and confirm deletion in the
Delete user? dialog. If the user has created some shared servers, then the Change Ownership dialog will appear to
change the ownership of a shared server.

Users with the Administrator role are able to add, edit and remove pgAdmin users, but otherwise have the same capa-
bilities as those with the User role.

¢ Click the Help button (?) to access online help.

* Click the Close button to save work. You will be prompted to return to the dialog if your selections cannot be
saved.

1.4.1 Using ‘setup.py’ command line script

Note: To manage users using setup.py script, you must use the Python interpreter that is normally used to run
pgAdmin to ensure that the required Python packages are available. In most packages, this can be found in the Python
Virtual Environment that can be found in the installation directory. When using platform-native packages, the system
installation of Python may be the one used by pgAdmin.

When using PIP wheel package to install pgadmin, all the commands can be used without Python interpreter.

Some of the examples: pgadmin4-cli add-user user]1 @gmail.com password —role 1 pgadmin4-cli get-prefs

Manage Users
Add User

To add user, invoke setup.py with add-user command line option, followed by email and password. role and active
will be optional fields.

/path/to/python /path/to/setup.py add-user userl@gmail.com password
# to specify a role, admin and non-admin users:

/path/to/python /path/to/setup.py add-user userl@gmail.com password --admin
/path/to/python /path/to/setup.py add-user userl@gmail.com password --nonadmin

# to specify user's status

(continues on next page)
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(continued from previous page)

/path/to/python /path/to/setup.py add-user userl@gmail.com password --active
/path/to/python /path/to/setup.py add-user userl@gmail.com password --inactive

Add External User

To add external authentication user, invoke setup.py with add-external-user command line option, followed by
email, password and authentication source. email, role and status will be optional fields.

/path/to/python /path/to/setup.py add-external-user userl@gmail.com ldap

# to specify an email:

/path/to/python /path/to/setup.py add-external-user ldapuser ldap --email userl@gmail.com
# to specify a role, admin and non-admin user:

/path/to/python /path/to/setup.py add-external-user ldapuser ldap --admin
/path/to/python /path/to/setup.py add-external-user ldapuser ldap --nonadmin

# to specify user's status

/path/to/python /path/to/setup.py add-external-user userl@gmail.com ldap --active
/path/to/python /path/to/setup.py add-external-user userl@gmail.com ldap --inactive

Update User

To update user, invoke setup.py with update-user command line option, followed by email address. password, role
and active are updatable fields.

/path/to/python /path/to/setup.py update-user userl@gmail.com --password new-password
# to specify a role, admin and non-admin user:

/path/to/python /path/to/setup.py update-user userl@gmail.com password --role --admin
/path/to/python /path/to/setup.py update-user userl@gmail.com password --role --nonadmin

# to specify user's status

/path/to/python /path/to/setup.py update-user userl@gmail.com password --active
/path/to/python /path/to/setup.py update-user userl@gmail.com password --inactive
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Update External User

To update the external user, invoke setup.py with update-external-user command line option, followed by user-
name and auth source. email, password, role and active are updatable fields.

# to change email address:

/path/to/python /path/to/setup.py update-external-user ldap ldapuser --email..
—newemail@gmail.com

# to specify a role, admin and non-admin user:

/path/to/python /path/to/setup.py update-user userl@gmail.com password --role --admin
/path/to/python /path/to/setup.py update-user userl@gmail.com password --role --nonadmin

# to change user's status

/path/to/python /path/to/setup.py update-user ldap ldapuser --active
/path/to/python /path/to/setup.py update-user ldap ldapuser --inactive

Delete User

To delete the user, invoke setup.py with delete-user command line option, followed by username and auth_source.
For Internal users, email adress will be used instead of username. the option --yes is available to skip the confirmation
prompt before deleting the user.

/path/to/python /path/to/setup.py delete-user userl@gmail.com --auth-source internal
/path/to/python /path/to/setup.py delete-user user2@gmail.com --auth-source internal --
—.yes

/path/to/python /path/to/setup.py delete-user ldapuser --auth-source ldap

Get User

To get the user details, invoke setup.py with get-users command line option, followed by username/email address.

# to list all the users:
/path/to/python /path/to/setup.py get-users

# to get the user's details:
/path/to/python /path/to/setup.py get-users --username userl@gmail.com

Output

Each command output can be seen in the json format too by adding —json command line option.
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1.5 Change Ownership Dialog

Use the Change Ownership dialog to change the ownership of the shared servers. This dialog will appear if a user has
been deleted from User Management and owned some shared servers.

Choose the user who will own the shared servers from the drop-down.

Change ownership ¢ X

Ei Select the user that will take ownership of the shared servers created by admin@edb.com. 2 shared
servers are currently owned by this user,

Clicking on the "Change” button will either change ownership if a user is selected or delete any
shared servers if no user is selected. There is no way to reverse this action.

User [ Select an item il

a@edb.com

bi@edb.com

¥ Close | 4%) Reset [l REENGE

Click the Change button to change the ownership.

The shared servers owned by the user will be deleted if the user is not selected from the drop-down.

Warning

The shared servers owned by Userl @pgadmin.org will be deleted. Do you wish to

cantinua?

Click the Change button to change the ownership; click Close to exit the dialog.
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1.6 Change User Password Dialog

Itis a good policy to routinely change your password to protect data, even in what you may consider a ‘safe’ environment.
In the workplace, failure to apply an appropriate password policy could leave you in breach of Data Protection laws.

Please consider the following guidelines when selecting a password:

 Ensure that your password is an adequate length; 6 characters should be the absolute minimum number of char-
acters in the password.

e The minimum password length is set by default to six characters. This value can be changed by setting the
PASSWORD_LENGTH_MIN option to desired length in pgAdmin configuration; see The config.py File for more
information.

» Ensure that your password is not open to dictionary attacks. Use a mixture of upper and lower case letters and
numerics, and avoid words or names. Consider using the first letter from each word in a phrase that you will
remember easily but is an unfamiliar acronym.

* Ensure that your password is changed regularly; at minimum, change it every ninety days.

The guidelines above should be considered a starting point: They are not a comprehensive list and they will not guar-
antee security.

| Change pgAdmin User Password o X

| Current Password O
. New Password

Confirm Password

(@ ‘Current Password’ cannot be empty. x

X Close

Use the Change Password dialog to change your password:
* Enter your existing password in the Current Password field.
* Enter the desired password for in the New Password field.
* Re-enter the new password in the Confirm Password field.

Click the Change Password button to change your password; click Close to exit the dialog.

1.6. Change User Password Dialog 49



pgAdmin 4 Documentation, Release 8.5

1.7 Lock/Restore Account

Account locking/unlocking via user management dialog:

An admin can lock and unlock user from the user management dialog. This allows the admin to lock or restore the user
when there are several failed login attempts. This page guides you through configuring per-user locking/restoring. For
more details visit User management.

Parameter Description

MAX_LOGIN_ATTEMPTS Which sets the number of failed login that are allowed. If this value is
exceeded, the account is locked and can be reset by an administrator.
By setting the variable to the value zero this feature is deactivated.

When Administrator itself gets locked, following steps may be considered to restore it:
¢ Increase MAX_LOGIN_ATTEMPTS, and try to successfully login to restore the account.
OR
By updating configuration database
SQLite DB (pgAdmin4.db):
* Locate the pgAdmin4.db file and open it using any DB Browser (or DB Browser for SQLite)
 After opening the DB file, head towards ‘Execute SQL’ section.
* Run below query -
UPDATE USER SET LOCKED = false, LOGIN_ATTEMPTS = 0 WHERE USERNAME = <YOUR_EMAIL_ID>
External database:
» Connect to the database.
* Run below query -
UPDATE USER SET LOCKED = false, LOGIN_ATTEMPTS = 0 WHERE USERNAME = <YOUR_EMAIL_ID>
* Make sure the query changes are committed.

Account locking by failed login attempts:
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Incorrect usemame or password,

pgAdmin 4

Login

Forgotten your password?

pgAdmin application is configured to lock a user account when a number of consecutive failed login attempts are

exceeded.

MAX_LOGIN_ATTEMPTS is defaulted to 3 unsuccessful login attempts, after which the account would be locked.

The only way to restore the user account is by contacting the Administrator and ask to unlock it.

1.8 Enabling LDAP Authentication

To enable LDAP authentication for pgAdmin, you must configure the LDAP settings in the config_local.py or con-
fig_system.py file (see the config.py documentation) on the system where pgAdmin is installed in Server mode. You
can copy these settings from config.py file and modify the values for the following parameters:

There are 3 ways to configure LDAP:
* Bind as pgAdmin user
* Anonymous bind

¢ Dedicated user bind

Parameter

Description

AUTHENTICATION_SOURCES

The default value for this parameter is internal. To enable LDAP au-
thentication, you must include /dap in the list of values for this param-
eter. you can modify the value as follows:

* [‘ldap’]: pgAdmin will use only LDAP authentication.

* [‘ldap’, ‘internal’]: pgAdmin will first try to authenticate the
user through LDAP. If that authentication fails, then internal
user entries of pgAdmin will be used for authentication.

* [‘internal’, ‘ldap’]: pgAdmin will first try to authenticate the
user through internal user entries. If that authentication fails,
then LDAP authentication will be used.

continues on next page
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Table 5 - continued from previous page

Parameter

Description

LDAP_AUTO_CREATE_USER

LDAP_CONNECTION_TIMEOUT

LDAP_SERVER_URI

LDAP_USERNAME_ATTRIBUTE

LDAP_SEARCH_BASE DN

LDAP_SEARCH_FILTER

LDAP_SEARCH_SCOPE

LDAP_DN_CASE_SENSITIVE

LDAP_USE_STARTTLS

LDAP_CA_CERT_FILE

LDAP_CERT_FILE

Specifies if you want to automatically create a pgAdmin user corre-
sponding to the LDAP user credentials. Please note that LDAP pass-
word is not stored in the pgAdmin database.

Specifies the connection timeout (in seconds) for LDAP authentica-
tion.

An LDAP URI is a combination of connection protocol (Idap or
Idaps), IP address/hostname and port of the directory server that you
want to connect to. For example, ‘ldap://172.16.209.35:389° is a
valid LDAP_SERVER_URI where ldap is the connection protocol,
172.16.209.35 is the IP address and 389 is the port. Port 636 is used
for the ldaps communication protocol.

Specifies the LDAP attribute that contains the usernames. For
LDAP authentication, you need to enter the value of that partic-
ular attribute as username. For example, if you set the value
of LDAP_USERNAME_ATTRIBUTE as ‘cn’ and you have de-
fined ‘cn=admin’ in your LDAP server entries, you should be able
to authenticate by entering ‘admin’ in the Email Address / User-
name field and its corresponding password in the Password field.
Specifies the distinguished name (DN) for the top-most user directory
that you want to search. You can use this parameter for limiting the
search request to a specific group of users. For example, if you want to
search only within the Organizational Unit named sales, you can de-
fine the value for LDAP_SEARCH_BASE_DN parameter as follow-
ing: LDAP_SEARCH_BASE_DN = ‘ou=sales,dc=example,dc=com’
This is an optional parameter only while binding as pgAdmin user. If
you do not specify any value for LDAP_SEARCH_BASE_DN, then
the value for LDAP_BASE_DN will be considered for the same.
Defines the criteria to retrieve matching entries in an LDAP search re-
quest. For example, LDAP_SEARCH_FILTER = ‘(objectclass=HR)’
setting searches only for users having HR as their objectClass at-
tribute.

Indicates the set of entries at or below the Base DN that maybe con-
sidered as potential matches for a search request. You can specify the
scope of a search as either a base, level, or subtree search. A base
search limits the search to the base object. A level search is restricted
to the immediate children of a base object, but excludes the base ob-
ject itself. A subtree search includes all child objects as well as the
base object.

Indicates whether the DN (Distinguished Names) are case sensitive or
not. Possible values are True or False. By default is set to False.
Specifies if you want to use Transport Layer Security (TLS) for se-
cure communication between LDAP clients and LDAP servers. If you
specify the connection protocol in LDAP_SERVER_URI as ldaps, this
parameter is ignored.

Specifies the path to the trusted CA certificate file. This parameter is
applicable only if you are using ldaps as connection protocol or you
have set LDAP_USE_STARTTLS parameter to True.

Specifies the path to the server certificate file. This parameter is appli-
cable only if you are using Ildaps as connection protocol or you have
set LDAP_USE_STARTTLS parameter to True.

continues on next page
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Table 5 - continued from previous page

Parameter

Description

LDAP_KEY_FILE

LDAP_IGNORE_MALFORMED_SCHEM

Bind as pgAdmin user
LDAP_BASE_DN

Anonymous bind
LDAP_ANONYMOUS_BIND
Dedicated user bind

LDAP_BIND_USER

LDAP_BIND_PASSWORD

Specifies the path to the server private key file. This parameter is
applicable only if you are using Idaps as connection protocol or you
have set LDAP_USE_STARTTLS parameter to True.

Some flaky LDAP servers returns malformed schema. If this parame-
ter set to True, no exception will be raised and schema is thrown away
but authentication will be done. This parameter should remain False,
as recommended.

Specifies the base DN from where a server will start the search for
users. For example, an LDAP search for any user will be performed
by the server starting at the base DN (dc=example,dc=com). When
the base DN matches, the full DN (cn=admin,dc=example,dc=com)
is used to bind with the supplied password.

Set this parameter to True for anonymous binding. After the connec-
tion is made, the pgadmin login user will be further authenticated by
the username and password provided at the login screen.

The account of the user to log in for simple bind. Set this parameter to
allow the connection to bind using a dedicated user. After the connec-
tion is made, the pgadmin login user will be further authenticated by
the username and password provided at the login screen. at the login
screen.

Password for simple bind. Specify the value if you have set the
LDAP_BIND_USER parameter.

1.9 Enabling Kerberos Authentication

Prerequisite: Kerberos understanding and setup

Reference: https://web.mit.edu/kerberos/

To configure Kerberos authentication, you must setup your Kerberos Server and obtain a ticket on the client using kinit.

Note: Active Directory users with Kerberos support do not require kinit.

To enable Kerberos authentication for pgAdmin, you must configure the Kerberos settings in config_local.py or con-
fig_system.py (see the config.py documentation) on the system where pgAdmin is installed in Server mode. You can
copy these settings from config.py file and modify the values for the following parameters.

1.9. Enabling Kerberos Authentication

53


https://web.mit.edu/kerberos/

pgAdmin 4 Documentation, Release 8.5

Parameter Description

AUTHENTICATION_SOURCES The default value for this parameter is internal. To enable Kerberos
authentication, you must include kerberos in the list of values for this
parameter. you can modify the value as follows:

* [‘kerberos’]: pgAdmin will use only Kerberos authentication.

* [‘kerberos’, ‘internal’]: pgAdmin will first try to authenticate
the user through kerberos. If that authentication fails, then it
will return back to the login page where you need to provide
internal pgAdmin user credentials for authentication.

KERBEROS_AUTO_CREATE_USER Set the value to True if you want to automatically create a pgAd-
min user corresponding to a successfully authenticated Kerberos user.
Please note that password is not stored in the pgAdmin database.

KRB_APP_HOST_NAME Specify the name of pgAdmin webserver hostname. Please note that
if it is not set, it will take the value of default_server parameter.

1.9.1 Keytab file for HTTP Service

¢ Generate the Keyrab file for the HTTP service principal HTTP/<host-name> @realm, and copy it to the pgAdmin
webserver machine. Ensure that the operating system user owning the pgAdmin webserver is the owner of this
file and should be accessible by that user.

* Please note that either you should set default_keytab_name parameter in krb5.conf file or the environment vari-
able KRB5_KTNAME. If not set then explicitly set KRB_KTNAME to the location of your Keyrfab file in the
config_local.py or config_system.py file.

1.9.2 Apache HTTPD Configuration
If the pgAdmin server is under the Apache Server, then you need to add the following parameters in Directory directive
of Apache HTTPD Configuration:

* WSGIScriptReloading On

¢ WSGIPassAuthorization On

1.9.3 Browser settings to configure Kerberos Authentication

You need to configure the browser settings on the client machine to use Kerberos authentication via SPNEGO.
* For Mozilla Firefox

Open the low level Firefox configuration page by entering about:config in the address bar.

In the Search text box, enter: network.negotiate-auth.trusted-uris

Double-click the network.negotiate-auth.trusted-uris preference and enter the hostname or the domain of
the web server that is protected by Kerberos HTTP SPNEGO. Separate multiple domains and hostnames
with a comma.

Click OK.

* For Google Chrome
— On Windows:

% Open the Control Panel to access the Internet Options dialog.
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% Select the Security tab.
* Select the Local Intranet zone and click the Sites button.

% Make sure that the first two options, Include all local (intranet) sites not listed in other zones and
Include all sites that bypass the proxy server are checked.

# Click Advanced and add the names of the domains that are protected by Kerberos HTTP SPNEGO,
one at a time, to the list of websites. For example, myhost.example.com. Click Close.

% Click OK to save your configuration changes.
— On Linux or macOS:

% Add the —auth-server-whitelist parameter to the google-chrome command. For example, to run
Chrome from a Linux prompt, run the google-chrome command as follows:

[google—chrome --auth-server-whitelist = "hostname/domain"

1.9.4 PostgreSQL Server settings to configure Kerberos Authentication

* To connect the PostgreSQL server with Kerberos authentication, GSSAPI support has to be enabled when Post-
greSQL is built and the necessary configuration has to be in place.

* In pgAdmin you need to enable Kerberos authentication for the PostgreSQL server by setting ‘“Kerberos authen-
tication” flag to True in the Server dialog. Once it is enabled, pgAdmin will not prompt for a password and will
try to connect to the PostgreSQL server using Kerberos.

» Note that, you have to login into pgAdmin with Kerberos authentication to then connect to PostgreSQL using
Kerberos.

1.9.5 Master Password

In the multi user mode, pgAdmin uses user’s login password to encrypt/decrypt the PostgreSQL server password. In
the Kerberos authentication, the pgAdmin user does not have the password, so we need an encryption key to store the
PostgreSQL server password for the servers which are not configured to use the Kerberos authentication. To accomplish
this, set the configuration parameter MASTER_PASSWORD to True, so upon setting the master password, it will be
used as an encryption key while storing the password. If it is False, the server password can not be stored.

1.10 Enabling OAUTH2 Authentication

To enable OAUTH?2 authentication for pgAdmin, you must configure the OAUTH2 settings in the config_local.py
or config_system.py file (see the config.py documentation) on the system where pgAdmin is installed in Server mode.
You can copy these settings from config.py file and modify the values for the following parameters:

Parameter Description

AUTHENTICATION_SOURCES The default value for this parameter is internal. To enable OAUTH?2
authentication, you must include oauth? in the list of values for this
parameter. you can modify the value as follows:

e [‘oauth2’, ‘internal’]: pgAdmin will display an additional but-
ton for authenticating with oauth2

continues on next page
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Table 7 — continued from previous page

Parameter

Description

OAUTH2_NAME
OAUTH2_DISPLAY_NAME
OAUTH2_CLIENT_ID
OAUTH2_CLIENT_SECRET
OAUTH2_TOKEN_URL
OAUTH2_AUTHORIZATION_URL
OAUTH2_SERVER_METADATA_URL
OAUTH2_API BASE_URL

OAUTH2_USERINFO_ENDPOINT
OAUTH2_SCOPE

OAUTH2_ICON

OAUTH2_BUTTON_COLOR

OAUTH2_USERNAME_CLAIM

OAUTH2_AUTO_CREATE_USER

OAUTH2_ADDITIONAL_CLAIMS

OAUTH2_SSL_CERT_VERIFICATION

The name of the Oauth2 provider, ex: Google, Github
Oauth?2 display name in pgAdmin

Oauth2 Client ID

Oauth?2 Client Secret

Oauth2 Access Token endpoint

Endpoint for user authorization

Server metadata url for your OAuth2 provider

Oauth?2 base URL endpoint to make requests
https://api.github.com/

User Endpoint, ex: user (for github) and useinfo (for google)

Oauth scope, ex: ‘openid email profile’. Note that an ‘email’ claim is
required in the resulting profile.

The Font-awesome icon to be placed on the oauth2 button, ex: fa-
github

Oauth?2 button color

simple, ex:

The claim which is used for the username. If the value is empty
the email is used as username, but if a value is provided, the
claim has to exist. Ex: oid (for AzureAD)

Set the value to True if you want to automatically
create a pgAdmin user corresponding to a successfully authen-
ticated Oauth2 user. Please note that password is not stored in
the pgAdmin database.

If a dictionary is provided, pgAdmin will check for a matching

key and value on the userinfo endpoint
and in the Id Token. In case there is no match with the provided

config, the user will receive an authorization error. Useful for
checking Azure AD wids or groups, GitLab owner, maintainer
and reporter claims.

Set this variable to False to disable SSL certificate verification

for OAuth2 provider.
This may need to set False, in case of self-signed certificates.
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1.10.1 Redirect URL

The redirect url to configure Oauth2 server is <http/https>://<pgAdmin Server URL>/oauth2/authorize After success-
ful application authorization, the authorization server will redirect the user back to the pgAdmin url specified here.
Select https scheme if your pgAdmin server serves over https protocol otherwise select http.

1.10.2 Master Password

In the multi user mode, pgAdmin uses user’s login password to encrypt/decrypt the PostgreSQL server password. In
the Oauth2 authentication, the pgAdmin does not store the user’s password, so we need an encryption key to store the
PostgreSQL server password. To accomplish this, set the configuration parameter MASTER_PASSWORD to True, so
upon setting the master password, it will be used as an encryption key while storing the password. If it is False, the
server password can not be stored.

1.10.3 Login Page

After configuration, on restart, you can see the login page with the Oauth2 login button(s).

Forgotten your password?

1.11 Enabling Webserver Authentication

To configure Webserver authentication, you must setup your webserver with any authentication plug-in (such as Shib-
boleth, HTTP BASIC auth) as long as it sets the REMOTE_USER environment variable. To enable Webserver authen-
tication for pgAdmin, you must configure the Webserver settings in the config_local.py or config_system.py file (see
the config.py documentation) on the system where pgAdmin is installed in Server mode. You can copy these settings
from config.py file and modify the values for the following parameters:
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Parameter Description

AUTHENTICATION_SOURCES The default value for this parameter is internal. To enable OAUTH?2
authentication, you must include webserver in the list of values for
this parameter. you can modify the value as follows:

* [‘webserver’]: pgAdmin will use only Webserver authentica-
tion.

* [‘webserver’, ‘internal’]: pgAdmin will first try to authenticate
the user through webserver. If that authentication fails, then it
will return back to the login page where you need to provide
internal pgAdmin user credentials for authentication.

WEBSERVER_AUTO_CREATE_USER
Set the value to True if you want to automatically
create a pgAdmin user corresponding to a successfully authen-
ticated Webserver user. Please note that password is not stored
in the pgAdmin database.

WEBSERVER_REMOTE_USER
To get the web server remote user details, set this variable to any

header or . .
environment variable name which comes from the web server

after webserver authentication. The default value is RE-
MOTE_USER and the possible values are REMOTE_USER,
HTTP_X_ FORWARDED_USER, X-Forwarded-User.

1.11.1 Master Password

In the multi user mode, pgAdmin uses user’s login password to encrypt/decrypt the PostgreSQL server password. In
the Webserver authentication, the pgAdmin does not store the user’s password, so we need an encryption key to store
the PostgreSQL server password. To accomplish this, set the configuration parameter MASTER_PASSWORD to True,
so upon setting the master password, it will be used as an encryption key while storing the password. If it is False, the
server password can not be stored.

Note: Pre-compiled and configured installation packages are available for a number of platforms. These packages
should be used by end-users whereever possible - the following information is useful for the maintainers of those
packages and users interested in understanding how pgAdmin works.

The pgAdmin 4 client features a highly-customizable display that features drag-and-drop panels that you can arrange
to make the best use of your desktop environment.

The tree control provides an elegant overview of the managed servers, and the objects that reside on each server. Right-
click on a node within the tree control to access context-sensitive menus that provide quick access to management tasks
for the selected object.

The tabbed browser provide quick access to statistical information about each object in the tree control, and pgAdmin
tools and utilities (such as the Query tool and the debugger). pgAdmin opens additional feature tabs each time you
access the extended functionality offered by pgAdmin tools; you can open, close, and re-arrange feature tabs as needed.

Use the Preferences dialog to customize the content and behaviour of the pgAdmin display. To open the Preferences
dialog, select Preferences from the File menu.
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Help buttons in the lower-left corner of each dialog will open the online help for the dialog. You can access additional
Postgres help by navigating through the Help menu, and selecting the name of the resource that you wish to open.

You can search for objects in the database using the Search objects

1.12 User Interface

pgAdmin 4 supports all PostgreSQL features, from writing simple SQL queries to developing complex databases. It is
designed to query an active database (in real-time), allowing you to stay current with modifications and implementa-
tions.

Features of pgAdmin 4 include:
* auto-detection and support for objects discovered at run-time
¢ alive SQL Query Tool with direct data editing
e support for administrative queries
* a syntax-highlighting SQL editor
* redesigned graphical interfaces
» powerful management dialogs and tools for common tasks
* responsive, context-sensitive behavior
* supportive error messages
* helpful hints
* online help and information about using pgAdmin dialogs and tools.

When pgAdmin opens, the interface features a menu bar and a window divided into two panes: the Object Explorer
tree control in the left pane, and a tabbed browser in the right pane.

[EAdmin Filev Objectv Tools

Welcome

pgAdmin
Management Tools for PostgraSQOL

Feature rich | Maximises PostgreSOL | Open Source

dministration interface, an S0L query tool, a procedural code

alike:
Quick Links
== o 4
1

Add Mew Server Canfigure pghAdmin

&

Planet PosigreSOL

Getting Started

0.0
(LX)
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Select an icon from the Quick Links panel on the Dashboard tab to:

¢ Click the Add New Server button to open the Create - Server dialog to add a new server definition.

* Click the Configure pgAdmin button to open the Preferences dialog to customize your pgAdmin client.
Links in the Getting Started panel open a new browser tab that provide useful information for Postgres users:

* Click the PostgreSQL Documentation link to navigate to the Documentation page for the PostgreSQL open-
source project; once at the project site, you can review the manuals for the currently supported versions of the
PostgreSQL server.

¢ Click the pgAdmin Website link to navigate to the pgAdmin project website. The pgAdmin site features news
about recent pgAdmin releases and other project information.

* Click the Planet PostgreSQL link to navigate to the blog aggregator for Postgres related blogs.

* Click the Community Support link to navigate to the Community page at the PostgreSQL open-source project
site; this page provides information about obtaining support for PostgreSQL features.

1.13 Menu Bar

The pgAdmin menu bar provides drop-down menus for access to options, commands, and utilities. The menu bar
displays the following selections: File, Object, Tools*, and Help. Selections may be grayed out which indicates they
are disabled for the object currently selected in the pgAdmin tree control.

1.13.1 The File Menu

File Object Tools Help

Preferences § B T QO |>_
Reset Layout
Runtime »

Use the File menu to access the following options:

Option  Action

Prefer-  Click to open the Preferences dialog to customize your pgAdmin settings.

ences
Reset If you have modified the workspace, click to restore the default layout.

Layout

Run- Click to open a submenu to Configure, View Log and Zoom settings. Only visible when pgAdmin4 runs
time in desktop mode. To know more about runtime menu click here

60 Chapter 1. Getting Started



pgAdmin 4 Documentation, Release 8.5

1.13.2 The Object Menu

[E)JAdmin Fiev  Objectv Tools v  Help

Object Explorer S Register >
> ¥sb C-Servers Create >
v & Servers (6) Refresh...

> £ PostgresQL 11 Connect Server

y & PostgresSQL 12
5 =¥ PostgreSQL 13
> s PostgresQL 14

Copy Server...

disconnect from server

> 55 PostgreSQL 15

) Remove Server
> 5‘ PostgreSQL 16

Change Password...

Properties...

The Object menu is context-sensitive. Use the Object menu to access the following options (in alphabetical order):
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Option Action
Register Click to open the Server dialog to register a server.
1) Server Click to open the Cloud Deployment dialog to deploy an

2) Deploy Cloud Instance
Change Password. ..

Clear Saved Password

Clear SSH Tunnel Password

Connect Server
Copy Server...
Create

Delete

Delete (Cascade)
Delete (Force)

Disconnect from server
Properties. ..

Refresh
Remove Server
Scripts

Trigger(s)

Truncate

View Data

ERD For Database

ERD For Table

cloud instance.

Click to open the Change Password. .. dialog to change
your password.

If you have saved the database server password, click to
clear the saved password. Enable only when password is
already saved.

If you have saved the ssh tunnel password, click to clear
the saved password. Enable only when password is al-
ready saved.

Click to open the Connect to Server dialog to establish a
connection with a server.

Click to copy the currently selected server.

Click Create to access a context menu that provides
context-sensitive selections. Your selection opens a Cre-
ate dialog for creating a new object.

Click to delete the currently selected object from the
server.

Click to delete the currently selected object and all de-
pendent objects from the server.

Click to delete the currently selected database with force
option.

Click to disconnect from the currently selected server.
Click to review or modify the currently selected object’s
properties.

Click to refresh the currently selected object.

Click to remove the currently selected server.

Click to open the Query tool to edit or view the selected
script from the flyout menu.

Click to Disable or Enable trigger(s) for the currently
selected table. Options are displayed on the flyout menu.
Click to remove all rows from a table (Truncate), to re-
move all rows from a table and its child tables (Truncate
Cascade) or to remove all rows from a table and auto-
matically restart sequences owned by columns (Truncate
Restart Identity). Options are displayed on the flyout
menu.

Click to access a context menu that provides several op-
tions for viewing data (see below).

Click to open the ERD tool with automatically gener-
ated diagram for the database selected. This option is
available only when a database is selected. Options are
displayed on the flyout menu.

Click to open the ERD tool with automatically generated
diagram for the table selected. This option is available
only when a table is selected. Options are displayed on
the flyout menu.
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1.13.3 The Tools Menu

CE)Admin
Browser

> & Servers (6)

File v

Object v

Tools ~

Help ~

ERD Tool
Grant Wizard...
PSQL Tool
Query Tool
Schema Diff

Backup Globals...
Backup Server...
Backup...

Restore...

Import/Export Data...
Maintenance...

Search Objects...

Add Named Restore Point...

Pause Replay of WAL
Resume Replay of WAL

Reload Configuration

Use the Tools menu to access the following options (in alphabetical order):
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Option Action

ERD Tool Click to open the ERD Tool and start designing your database.

Grant Wizard. .. Click to access the Grant Wizard tool.

PSQL Tool Click to open the PSOL Tool and start PSQL in the current database context.
Query tool Click to open the Query tool for the currently selected object.

Schema Diff Click to open the Schema Diff and start comparing two database or two schema.

Backup Globals. ..
Backup Server. ..
Backup. ..
Restore. ..
Import/Export
Data. ..
Maintenance. ..

Search Objects. ..

Add named restore

point

Pause

replay

WAL

Resume replay of

WAL

Reload Configura-

tion. ..
Storage Manager

of

Click to open the Backup Globals. .. dialog to backup cluster objects.

Click to open the Backup Server. .. dialog to backup a server.

Click to open the Backup. .. dialog to backup database objects.

Click to access the Restore dialog to restore database files from a backup.

Click to open the Import/Export data. .. dialog to import or export data from a table.

Click to open the Maintenance. .. dialog to VACUUM, ANALYZE, REINDEX, or CLUS-
TER.

Click to open the Search Objects. .. and start searching any kind of objects in a database.
Click to open the Add named restore point... dialog to take a point-in-time snapshot of the
current server state.

Click to pause the replay of the WAL log.

Click to resume the replay of the WAL log.
Click to update configuration files without restarting the server.

Click to open the Storage Manager to upload, delete, or download the backup files.

1.13.4 The Help Menu

[E)Admin
Browser

~ = Servers (2)

> (§¥PostgreSQL 10
> @FPostgresqL 12

File~ Object~ Toolsv| Help+
S B w Q

Quick Search
I := SUGGESTED SITES
Online Help

pgAdmin Website
PostgreSQL Website

About pgAdmin 4

Use the options on the Help menu to access online help documents, or to review information about the pgAdmin
installation (in alphabetical order):
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Op- Action

tion

Quick Type your keywords in the Quick Search field. Typing at least three characters will display all the matching

Searci possibilities under Menu items and the relevant documents under Help articles. Click on the options under
Menu items to perform action of particular functionality or object. Click on any of the Help articles to open
the help of that topic with highlighted text in a separate window.
Note:- If any of the option under Menu items is disabled, then it will provide information via info icon.

About Click to open a window where you will find information about pgAdmin; this includes the current version

pgAd- and the current user.

min

4

On-  Click to open documentation support for using pgAdmin utilities, tools and dialogs. Navigate (in the newly

line  opened tab?) help documents in the left browser pane or use the search bar to specify a topic.

Help

pgAd- Click to open the pgAdmin.org website in a browser window.

min

Web-

site

Post-  Click to access the PostgreSQL core documentation hosted at the PostgreSQL site. The site also offers

greSC guides, tutorials, and resources.

Web-

site

1.14

Toolbar

The pgAdmin toolbar provides shortcut buttons for frequently used features like the Query Tool, View/Edit Data, Search
Object and the PSQL Tool. This toolbar is visible on the Object explorer panel. Buttons get enabled/disabled based on
the selected object node.

mAdITIin File v Objectv  Toolsv  Help v
Object Explorer S B Y\ Q ) Propertic

» Use the Query Tool button to open the Query Tool in the current database context.

e Use the View Data button to view/edit the data stored in a selected table.

 Use the Filtered Rows button to access the Data Filter popup to apply a filter to a set of data for viewing/editing.

* Use the Search objects button to access the search objects dialog. It helps you search any database object.

* Use the PSQL Tool button to open the PSQL in the current database context.
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1.15 Tabbed Browser

The right pane of the pgAdmin window features a collection of tabs that display information about the object currently
selected in the pgAdmin tree control in the left window. Select a tab to access information about the highlighted object
in the tree control.

il X Properties X SOL X Statistics X Dependencies X Dependents X Processes X

System Statistics

Database sessions I Total B active [ idle  Transactions per second commits ] Rolibacks
B
§
@
Tuples in inserts B Updates [l Deletes  Tuples ot Fetched [ Returned  Block /O Reads W Hits
0
Database activity
Locks  Prepaned Trans o
Active sessions only
PID Liser Application Client Backend start Transaction start State Wait event Blacking PiDs
& = b 2692 postgres  pgAdmin 4 - DB:posigr 1 2024-02-21 11:38:07 15T  2024-02-21 23:50:46 15T acti
© ®m » 4798 postgres pgAdmin 4 - DB:postgr 1 2024-02-21 08:01:22 IST idie  Client: ClientRiead
© m » 48082 posigres 2024-02-21 08:06:54 15T ile  Activity: Logicalapply

The graphs and tables on the Dashboard tab provides an active analysis of system statistics and the usage statistics for
the selected server or database.

Click the General tab to get the usage statistics for the selected server or database:
* The Server sessions or Database sessions graph displays the interactions with the server or database.

* The Transactions per second graph displays the commits, rollbacks, and total transactions per second that are
taking place on the server or database.

* The Tuples in graph displays the number of tuples inserted, updated, and deleted on the server or database.
* The Tuples out graph displays the number of tuples fetched and returned from the server or database.

* The Block 1/0 graph displays the number of blocks read from the filesystem or fetched from the buffer cache (but
not the operating system’s file system cache) for the server or database.

The Server activity panel displays information about sessions, locks, prepared transactions, and server configuration
(if applicable). The information is presented in context-sensitive tables. Use controls located above the table to:

¢ Click the Refresh button to update the information displayed in each table.

e Select Active sessions only checkbox to get the information about active sessions only from the list of all the
sessions.

* Enter a value in the Search box to restrict the table content to one or more sessions that satisfy the search criteria.
For example, you can enter a process ID to locate a specific session, or a session state (such as idle) to locate all
of the sessions that are in an idle state.
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You can use icons in the Sessions table to review or control the state of a session:

» Use the Terminate icon (located in the first column) to stop a session and remove the session from the table.

Before the server terminates the session, you will be prompted to confirm your selection.

* Use the Cancel icon (located in the second column) to terminate an active query without closing the session.
Before canceling the query, the server will prompt you to confirm your selection. When you cancel a query, the
value displayed in the State column of the table will be updated from Active to Idle. The session will remain in
the table until the session is terminated.

* Use the Details icon (located in the third column) to open the Details tab; the tab displays information about the

selected session.

Click the System Statistics tab to get the statistics for the system:

rd X Properties ¥ SOL ¥ Statistics X Dependencies X Dependents X Processes X

General ystem Statistics

CPU  Memory Storage

05 information

Property Value

Hame Darwin

Version Darwin Kernel Version 22.6.0: Wed Jul 5 22:22:05 PDT 2023 ro
Host name MAC-DTQS7CXNTE local

Domain name
Architecture arméd

0% up sinca seconds aam

CPU information
Propérty
Vendor

Description

Model name

L1 dcache size
L1 icache size
LZ cache size

L3 cache size

Click the Summary tab to get the summary of the system:
* The OS Information table displays the basic information about the operating system.

* The CPU Information table displays the information about system CPU.

Value

MacBookProlg,1

10
1]

armiba

Pracess & handle count

B Process [l Handle

* The Process & Handle Count graph displays the total count of processes running and handles opened for the

system.
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d X Properties X SOL X Statistics X Dependencies X Dependents X  Processes X

General  System Statistics

Summary CPU Memory Storage

CPU usage B User tormial [ User Niced | Kernel [l idle  Load average

Process CPU usage

PID
AFE3
789
45176
94576
646
2923
1808
48037
1028

386

Click the CPU tab to get the detailed usage statistics of the system CPU:

Mame ~
AMPArtworkAgert
AMPDeviceDiscove
AMPLibraryAgent
MANEStorageMainta
APFSUserAgent
ASPCarmylog
AccouniSubscribe
AccountSubscribe
AlrPlayUlAgent

AlrPlayXPCHelper

CPU usage
0B
0B

i :}

0B
0B
]}
oe
0B

1]

B i min [ 5 mins [ 10 mins [ 15 mins

* The CPU Usage graph displays the percentage of time spent by CPU for user normal process, user niced process,

kernel mode process, idle mode.

* The Load average graph displays the average load of the system over 1, 5, 10, and 15 minute intervals.

e The Process CPU Usage table displays information about CPU for each process ID. Enter a value like process
ID or name in the Search box to restrict the table content to one or more processes that satisfy the search criteria.
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rd X Properties X SQL X Statistics X Dependencies % Dependents X  Processes X

General  System Statistics
Summary CPU  Memory  Storage

Memody

2794 G8
18,6368
53168
o8

Process memory usage

PiD

326
9

am

Name
kemel_task
launchd
logd
smd
UzerEventAgent
uninstalld
fseventsd
mediaremcted
syslemslats

configd

M Total MUsed | Free  Swap memory

188G
14G8

53.67 MB

Memary usage
0ge
0B
il
0B
08
ne
0B
oB
0B

0B

Click the Memory tab to get the detailed usage statistics of the system memory:

B Total [ used

* The Memory Usage graph displays the size of total, free and used memory per seconds in Gigabytes.

* The Swap Memory graph displays the size of total, free and used swap memory per seconds in Gigabytes.

Free

* The Process Memory Usage table displays information about memory for each process ID. Enter a value like
process ID or name in the Search box to restrict the table content to one or more processes that satisfy the search

criteria.
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Dashboard X | Properties X SOL X Statistics X Dependencies X Dependents X Processes X HR public address/po.. X

General  Syster

Summary CPU  Memory  Storage

Disk information

File system File system type Mount point Drive letter Tatal space Used space Free space Total inades Used incdes Free inades
apfs Jdew/disk3ssl / 926.35 GB 20 6B GB 705.67 GB 4293144338 356050 4292788288
apfs Jdevidisk3s6 JSystem/Volumes, VM 926.35 GB 22 68 GB T05.67 GB 4293144338 356050 4752734288
apfs Jdev/diskIsd {Systemy/Volumes, Preboot 926,35 GB 220,68 GB 705.67 GB 4293144338 356050 4292709288
apls Jdev/disk3zsd /System/Volumes/Update 926.35GB 22068 GB 705.67 GB 4203144338 356050 4202738288
apfs Jdev/disk152 /System/Volumas/xars 926.35 GB 22068 GB 70567 GB 4293144338 356050 42927348288
apfs Jdevidesk1al JSystemVolumes/|SCPreboot 926.35 GB 22068 GB M05.67 GB 42937144338 356050 4292788288
apls Jdev disk 153 JSystemiVolumes, Hardware 926,35 GB 22068 GB 705.67 GB 4293144338 356050 4792784288
apfs fdev/disk3ss {System/Volumaes/ Data 926,35 GB 2H0.68 GB 705,67 GB 4293144338 356050 4392789288
apls Jdewidisk3sl JSEystermivolumes Update/mntl 926.35 GB 220.68 GB 705,67 GB 4293144338 356050 4292784288
/ M rsysternVolumes VW [l /System/Volumes/Preboot [l /System/Volumes/Update B Used space [l Available space

B rSystemiVolumes/xarts [l /Syster/Volumes/ISCPreboat | /System/Volumes,Hasdwane

#31.32 GB
B SystemiValumes/Data [l /System/Valurmes/Update/mnt1

mﬁﬂmal.llll..l
0B
! e L A
!

st o ik
o \,,..‘:W""m’ w'f-"‘""-“x oy el
™ o e “w‘mmw--
ikl
/O operations count B fead [l Write  Data transfer B Read [l Write  Timae spant in 'O operations B Read [ write
360 HaTGE

30M

Click the Storage tab to get the detailed information of the system storage:

 The Disk Information table displays the information about the disk, such as file system type, mount point, total
space, used space and free space and count of total, free, used inodes. The pie graph shows the total spaces in
Gigabytes and stacked bar graph shows the used and available space in Gigabytes, for different mount points for
file system.

* The Swap Memory graph displays the size of total, free and used swap memory per seconds in Gigabytes.
The diskO panel displays statistics about the only I/O block device of system:

* The /O Operations Count graph displays the count of read and write operations per second.

* The Data Transfer graph displays the size of read and writes happened in Gigabytes per second.

 The Time spent in I/0 operations graph displays the time spent by the device for reading and writing in minutes
per second.

Dashboard Properties SQL  Statistics Dependencies Dependents

| S

] Database Owner Comment
[ edb enterprisedb
postgres enterprisedh default administrative connection database

The Properties tab displays information about the object selected.
Click the Delete icon in the toolbar under the browser tab to delete the selected objects in the Properties panel.

Click the Drop Cascade icon in the toolbar under the browser tab to delete the selected objects and all dependent objects
in the Properties panel.
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Dashboard Properties SQL  Statistics Dependencies  Dependents

WO E

Click the Edit icon in the toolbar under the browser tabs to launch the Properties dialog for the selected object.

To preserve any changes to the Properties dialog, click the Save icon; your modifications will be displayed in the
updated Properties tab.

Dashboard Properties  SQL  Statistics  Dependencies  Dependents ¥ Query-edbone
i =3
~ General
Name edb_dblink_libpg -
olD 5705
Owner & enterprisedb -

Comment EnterpriseDB Foreign Data Wrapper for PostgraSQ

~ Definition
Schema -
Relocatable?

Version 1.0 -

Details about the object highlighted in the tree control are displayed in one or more collapsible panels. You can use the
arrow to the left of each panel label to open or close a panel.

Dashboard  Froperties  SOL  Statistics Dependencies  Dependents

1 Database: edh

2

3 —- DROP DATABASE edb;

4

5 CREATE DATABASE edb

[ WITH

7 OWHER = enterprisedd

3 ENCODING = 'UTFE'

a LC_COLLATE = 'en_US.UTF-8°'
10 LC_CTYPE = 'en_US.UTF-8
11 TABLESPACE = pg_default
12 CONMECTION LIMIT =

The SQL tab displays the SQL script that created the highlighted object, and when applicable, a (commented out) SQL
statement that will DROP the selected object. You can copy the SQL statements to the editor of your choice using cut
and paste shortcuts.
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Dashboard Properties  SQL

Statistics
Backends

Haet eornmitted
Xaet rolled back
Blocks read

Blocks hit

Tupdes returned
Tupdes letched
Tupdes inserted
Tupdes updated
Tuples deleted

Last statislics reset
Tablespace conflicts
Lock conflicts
Snapshot conflicts
Bufferpin conflicts
Deadlock conflicts
Ternporary files
Size of termporary files
Deadlocks

Block read time
Block write time

Size

Statistics

Dependencies  Dependents ¥ Query-edbone

Value

5

92095209

a6

5269146
15431026716
22491999300
G465655717
1352%

152

a3

201 812-21 14:30:08.829322-+05:30

bytes

- - - - - R - T - -1

18 B

The Statistics tab displays the statistics gathered for each object on the tree control; the statistics displayed in the table
vary by the type of object that is selected. Click a column heading to sort the table by the data displayed in the column;
click again to reverse the sort order. The following table lists some of the statistics that are available:

Panel Description

PID The process ID associated with the row.

User The name of the user that owns the object.

Database displays the database name.

Backends displays the number of current connections to the database.

Backend start The start time of the backend process.

Xact Committed displays the number of transactions committed to the database within the last week.
Xact Rolled Back displays the number of transactions rolled back within the last week.

Blocks Read displays the number of blocks read from memory (in megabytes) within the last week.
Blocks Hit displays the number of blocks hit in the cache (in megabytes) within the last week.
Tuples Returned displays the number of tuples returned within the last week.

Tuples Fetched displays the number of tuples fetched within the last week.

Tuples Inserted
Tuples Updated
Tuples Deleted

Last statistics reset
Tablespace conflicts

Lock conflicts
Snapshot conflicts

Bufferpin conflicts
Temporary files

Size of temporary

files

displays the number of tuples inserted into the database within the last week.

displays the number of tuples updated in the database within the last week.

displays the number of tuples deleted from the database within the last week.

displays the time of the last statistics reset for the database.

displays the number of queries canceled because of recovery conflict with dropped ta-
blespaces in database.

displays the number of queries canceled because of recovery conflict with locks in database.
displays the number of queries canceled because of recovery conflict with old snapshots in
database.

displays the number of queries canceled because of recovery conflict with pinned buffers in
database.

displays the total number of temporary files, including those used by the statistics collector.
displays the size of the temporary files.

continues on next page
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Table 9 — continued from previous page

Panel Description

Deadlocks displays the number of queries canceled because of a recovery conflict with deadlocks in
database.

Block read time displays the number of milliseconds required to read the blocks read.

Block write time displays the number of milliseconds required to write the blocks read.

Size displays the size (in megabytes) of the selected database.

Dashboard Properties S0QL Statistics Dependencies  Dependents

Type MName Restriction

<& Schema public normal

The Dependencies tab displays the objects on which the currently selected object depends. If a dependency is dropped,
the object currently selected in the pgAdmin tree control will be affected. To ensure the integrity of the entire database
structure, the database server makes sure that you do not accidentally drop objects that other objects depend on; you
must use the DROP CASCADE command to remove an object with a dependency.

The Dependencies table displays the following information:
» The Type field specifies the parent object type.
* The Name field specifies the identifying name of the parent object.
* The Restriction field describes the dependency relationship between the currently selected object and the parent:

If the field is auto, the selected object can be dropped separately from the parent object, and will be dropped
if the parent object is dropped.

If the field is internal, the selected object was created during the creation of the parent object, and will be
dropped if the parent object is dropped.

If the field is normal, the selected object can be dropped without dropping the parent object.

— If the field is blank, the selected object is required by the system, and cannot be dropped.

Dashboard Properties S50l  Statistics Dependencies  Dependents

Type Name Restriction

+ Check public.spatial_ref_sys_srid_check auto
Primary Kay public.spatial_ref_sys_pkey auto

« Check public_spatial_ref_sys_srid_check narmal

The Dependents tab displays a table of objects that depend on the object currently selected in the pgAdmin browser. A
dependent object can be dropped without affecting the object currently selected in the pgAdmin tree control.

» The Type field specifies the dependent object type.
* The Name field specifies the identifying name for the dependent object.

» The Database field specifies the database in which the object resides.
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Dashboard Properties SOL  Statistics Dependencies  Dependents ﬁDuerr edb on enterprisedb@EPAST x

ela v B av éa+0 8 |@v YT v Himt ¢ B+~ & @~ 33 Fv &

Iull edb on enterprisedb@EPAST1

(Query Editor  Query History

|

Data Output  Explain  Messages  Motifications

Additional tabs open when you access the extended functionality offered by pgAdmin tools (such as the Query tool,
Debugger, or SQL editor). Use the close icon (X) located in the upper-right corner of each tab to close the tab when
you are finished using the tool. Like permanent tabs, these tabs may be repositioned in the pgAdmin client window.

By default, each time you open a tool, pgAdmin will open a new browser tab. You can control this behavior by modifying
the Display node of the Preferences dialog for each tool. To open the Preferences dialog, select Preferences from the
File menu.

1.16 Tree Control

The left pane of the main window displays a tree control (Object explorer) that provides access to the objects that reside
on a server.
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Object Explorer

v & Servers
> & PostgreSQL 10
> = PostgresqL 11
» &5 PostgresSQL 12
« @Y PostgresqL 13

LY

S 8B . Q>

= Databases (3)

+ = dvdrental

>
>
>
>

>
>

|&8) Casts

% Catalogs

I

[C) Event Triggers

T Extensions

-

= Foreign Data Wrappers

Languages

<" Publications

v % Schemas (1)
~ <& public

>
>
?
>

A

Aggregates
{3 Collations
¥y Domains
[ FTS Configurations
[ FTS Dictionaries
Aa FTS Parsers
FTS Templates
[F Foreign Tables
{Z Functions
Materialized Views
@, Operators
{} Procedures

1.3 Sequences

] Tables (15)
» [ actor

> [ address
> [ category
> B city

» B country

You can expand nodes in the tree control to view the database objects that reside on a selected server. The tree control

expands to display a hierarchical view:

 Use the plus sign (+) to the left of a node to expand a segment of the tree control.

* Click the minus sign (-) to the left of a node to close that node.

You can also drag and drop certain objects to the Query Tool which can save time in typing long object names. Text
containing the object name will be fully qualified with schema. Double quotes will be added if required. For functions
and procedures, the function name along with parameter names will be pasted in the Query Tool.

1.16. Tree Control
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Access context-sensitive menus by right-clicking on a node of the tree control to perform common tasks. Menus display
options that include one or more of the following selections (options appear in alphabetical order):

Option Action

Add named re- Click to create and enter the name of a restore point.

store point

Backup. .. Click to open the Backup. .. dialog to backup database objects.

Backup  Glob- Click to open the Backup Globals. .. dialog to backup cluster objects.

als. ..

Backup Server...  Click to open the Backup Server... dialog to backup a server.

Connect Click to open the Connect to Server dialog to establish a connection with a server.

Server. ..

Create Click to access a context menu that provides context-sensitive selections. Your selection opens
a Create dialog for creating a new object.

CREATE Script  Click to open the Query tool to edit or view the CREATE script.

Debugging Click through to open the Debug tool or to select Set breakpoint to stop or pause a script exe-
cution.

Delete Click to delete the currently selected object from the server.

Delete (Cas-  Click to delete the currently selected object and all dependent objects from the server.

cade)

Delete (Force) Click to delete the currently selected database with force option.

Disconnect Click to terminate a database connection.

Database. ..

Disconnect from
server
Debugging
Grant Wizard
Maintenance. ..
Properties. ..
Refresh. ..
Reload Configu-
ration. . .
Restore. ..

View Data

Click to disconnect from the currently selected server.

Click to access the Debugger tool.

Click to access the Grant Wizard tool.

Click to open the Maintenance. .. dialog to VACUUM, ANALYZE, REINDEX, or CLUSTER.
Click to review or modify the currently selected object’s properties.

Click to refresh the currently selected object.

Click to update configuration files without restarting the server.

Click to access the Restore dialog to restore database files from a backup.
Use the View Data option to access the data stored in a selected table with the Data Output tab
of the Query Tool.

The context-sensitive menus associated with Tables and nested Table nodes provides additional display options (options
appear in alphabetical order):

Option Action

Import/Export Click open the Import/Export... dialog to import data to or export data from the selected
Data. .. table.

Reset Statistics Click to reset statistics for the selected table.

Scripts Click to open the Query tool to edit or view the selected script from the flyout menu.
Truncate Click to remove all rows from a table.

Truncate Cascade Click to remove all rows from a table and its child tables.

View First 100 Rows  Click to access a data grid that displays the first 100 rows of the selected table.

View Last 100 Rows  Click to access a data grid that displays the last 100 rows of the selected table.

View All Rows Click to access a a data grid that displays all rows of the selected table.

View Filtered  Click to access the Data Filter popup to apply a filter to a set of data.

Rows. ..
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1.17 Preferences Dialog

Use options on the Preferences dialog to customize the behavior of the client. To open the Preferences dialog, select
Preferences from the File menu. The left pane of the Preferences dialog displays a tree control; each node of the tree
control provides access to options that are related to the node under which they are displayed.

» Use the plus sign (+) to the left of a node name to expand a segment of the tree control.

* Use the minus sign (-) to the left of a node name to close that node.

1.17.1 The Browser Node

Use preferences found in the Browser node of the tree control to personalize your workspace.

Preferences z X
~ Browser Auto-expand sole .
Display children
If a treeview node is expanded and has only a single child, automatically
Keyboard shorteuts ; .
expand the child node as well
Nodes
Object Breadcrumbs Confirm before .
Close/Reset in
Processes object properties Confirm before closing or resetting the changes in the properties dialog
dialog?
Properties for an object if the changes are not saved
Tab settings )
ting Confirm on close or .
~ Dashboards refresh?
Displ Confirm closure or refresh of the browser or browser tab is intended
isplay

before proceeding.
Refresh rates

~ Debugger Lock Layout Prevent Docking Full Lock

Keyboard shortcuts

Lock the Ul layout at different levels

~ ERDtool

Keyboard shortcuts Object explorer tree 30

state saving interval

Options Object explorer state saving interval in seconds. Use -1 to disable the
~ Graphs tree saving mechanism

Display

_ Show empty object »
~ Miscellaneous collections?

1 tienad ~AFF than all aAhiast callastisnae wihink sea armetu sill ba hiddan

0 X Cancel

Use the fields on the Display panel to specify general display preferences:

When the Auto-expand sole children switch is set to True, child nodes will be automatically expanded if a treeview
node is expanded and has only a single child.

Use the Object explorer state saving interval field to set the treeview state saving interval. A value of -7 will
disable the treeview state saving functionality.

When the Confirm before closing properties with unsaved changes switch is set to True, pgAdmin will warn you
before closing the properties dialog of an object if there are any unsaved changes. On user confirmation, the
properties dialog will close.

When the Confirm on close or refresh switch is set to True, pgAdmin will attempt to catch browser close or
refresh events and prompt before allowing them to continue.

When the Hide shared servers? switch is set to True, the client will hide all the shared servers from the object
explorer.

When the Show empty object collections? switch is turned off, then all object collections which are empty will
be hidden from browser tree.
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* When the Show system objects? switch is set to True, the client will display system objects such as system
schemas (for example, pg_temp) or system columns (for example, xmin or ctid) in the tree control.

* When the Show template databases? switch is set to True, the client will display template databases.

Use the fields on the Keyboard shortcuts panel to configure shortcuts for the main window navigation:

Preferences Wl 4
v Browser
E The Accesskey here is Ctrl + Option.
Display
Keyboard shortcuts |
Add grid row Key & ¥4 Shift ¥4 Ctrl Alt/Option
Nodes . . :
Objcctireadcrumbe Create object Key n [ shift cil  [E@AluOption
Processes
Properties Delete object Key ™ shift Ctrl [® Alt/option
Tab settings
Dashboards Delete/Drop Ke i i
v Fiitike teots Y m B shift ctrl [¥ Alt/option
Display
Refresh rates DiiapranibacuuaT Key | Mshit @G Alt/Option
~ Debugger
Dialog tab forward Shi i
T — g Key ] ™ shift ®ct Alt/Option
~ ERD tool . .
o Direct debugging Key g & shift cul [EAI/Option
Keyboard shortcuts
Options Drap Cascade Ke i i
Y Shift | Allt
« Graphs multiple objects ! t; I o Haption
Display Edit object Ke: i i
! y e ™ shift Ctrl [¥ Alt/option
properties
~ Miscellaneous
o X Cancel

* The panel displays a list of keyboard shortcuts available for the main window; select the combination of the
modifier keys along with the key to configure each shortcut.

Use the fields on the Nodes panel to select the object types that will be displayed in the Browser tree control:
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Preferences

v Browser
Display
Keyboard shorteuts
Nodes
Object Breadcrumbs
Processes
Properties
Tab settings

v Dashboards
Display

Refresh rates

<

Debugger
Keyboard shortouts
~ ERD tool
Keyboard shorteuts
Options
v Graphs
Display

~ Miscellaneous

@

E This settings is to Show/Hide nodes in the object explorer.

Aggregates

Casts

Catalog Objects
Catalogs

Check Constraints
Collations
Columns
Compound Triggers
Constraints

Databases

1888868884836

* The panel displays a list of database objects; slide the switch located next to each object to Show or Hide the
database object. When querying system catalogs, you can reduce the number of object types displayed to increase

speed.

Use the fields on the Object Breadcrumbs panel to change object breadcrumbs related settings:

Preferences

~ Browser
Display
Keyboard shorteuts
MNodes
0Object Breadcrumbs
Processes
Properties

Tab settings

<

Dashboards
Display
Refresh rates
~ Debugger
Keyboard shorteuts
~ ERD tool
Keyboard shortcuts
Options
~ Graphs
Display

Miscellaneous

e

<

Enable object
breadcrumbs?

Show comment with
object breadcrumbs?

X
@

Enable breadcrumbs to show the complete path of an object in the object
explorer. The breadcrumbs are displayed on object mouse hover.

@

Show object comment along with breadcrumbs.

» Use Enable object breadcrumbs? to enable or disable object breadcrumbs displayed on on object mouse hover.

* Use Show comment with object breadcrumbs? to enable or disable the comment visibility which comes displayed
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with object breadcrumbs.

Use the fields on the Processes panel to change processes tab related settings:

Preferences
¥ iowas Process details/logs 5
Display retention days

Keyboard shortcuts
Nodes cleared.
0Object Breadcrumbs
Processes
Properties
Tab settings
~ Dashboards
Display
Refresh rates
v Debugger
Keyboard shortcuts
~ ERD tool
Keyboard shortcuts
Options
v Graphs
Display

« Miscellaneous

@

X

After this many days, the process info and logs will be automatically

» Change Process details/logs retention days to the number of days, the process info and logs will be automatically

cleared.

Use fields on the Properties panel to specify browser properties:

Preferences
¥ Browacr Count rows if 10
Display estimated less than
Keyboard shortcuts Maximum job history 250
rows

Nodes
Object Breadcrumbs
Processes PgAgent jobs
Properties
Tab settings

~ Dashboards
Display
Refresh rates

~ Debugger

Keyboard shortcuts
ERD tool

Keyboard shortcuts

<

Options
~ Graphs
Display
Miscellaneous

L2

<

The maximum number of history rows to show on the Statistics tab for
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¢ Include a value in the Count rows if estimated less than field to perform a SELECT count(*) if the estimated
number of rows in a table (as read from the table statistics) is below the specified limit. After performing the
SELECT count(*), pgAdmin will display the row count. The default is 2000.

* Provide a value in the Maximum job history rows field to limit the number of rows to show on the statistics tab

for pgAgent jobs. The default is 250.

Use field on Tab settings panel to specify the tab related properties.

Preferences

v Browser Debugger tab title
Display
Keyboard shortcuts
Nodes
Object Breadcrumbs
Processes
Properties Dynamic tab size
Tab settings

~ Dashboards
Display Open in new
Refresh rates browser tab

~ Debugger
Keyboard shortcuts

v ERD tool PSQL tool tab title
Keyboard shortcuts
Options

~ Graphs
Display

~ Miscellaneous

Miiamibaalbak siala

X

%FUNCTION%(%ARGS%)

%ARGS%, %SCHEMA% and
%DATABASE®. Users can provide any string with or without placeholders

Supported placeholders are %FUNCTION®%

of their choice. The blank title will be revert back to the default title with
placeholders.
»

If set to True, the tabs will take full size as per the title, it will also
applicable for already opened tabs

Select open new tab...
Select Query Tool, Debugger, Schema Diff, ERD Tool or PSQL Tool from
the drop-down to set open in new browser tab for that particular module.

%DATABASE%/%USERNAME%@%SERVER%

Supported placeholders are %DATABASE%, %USERNAME®%, and
%SERVER%. Users can provide any string with or without placeholders of
their choice. The blank title will be revert back to the default title with

placeholders.

X Cancel B save

» Use Debugger tab title placeholder field to customize the Debugger tab title.

* When the Dynamic tab size If set to True, the tabs will take full size as per the title, it will also applicable for

already opened tabs

* When the Open in new browser tab filed is selected for Query tool, Schema Diff or Debugger, it will open in a

new browser tab when invoked.

* Use the Query tool tab title placeholder field to customize the query tool tab title.

» Use View/Edit tab title placeholder field to customize the View/Edit Data tab title.

1.17. Preferences Dialog
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1.17.2 The Dashboards Node

Expand the Dashboards node to specify your dashboard display preferences.

Preferences

v Browser Long running query
Display thresholds

Keyboard shortcuts
Nodes
Properties Show activity?
Tab settings
w Dashboards Show graphs?
Display I
Refresh rates
v Debugger
Keyboard shortcuts
~ ERD tool
Keyboard shortcuts
v Graphs
Display
w Miscellaneous
Themes
User language
« Paths

Warning 2

Set the warning and alert threshold value to highlight the long-running

queries on the dashboard.

@

If set to True, activity tables will be displayed on dashboards.

O ]

If set to True, graphs will be displayed on dashboards.

Alert

< X

5 {in minuts)

* Set the warning and alert threshold value to highlight the long-running queries on the dashboard.

* When the Show activity? switch is set to True, activity tables will be displayed on dashboards.

e When the Show graphs? switch is set to True, graphs will be displayed on dashboards.
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Preferences

v Browser

Display

Keyboard shortcuts

Modes

Properties

Tab settings
v Dashboards

Display

Refresh rates I
~ Debugger

Keyboard shortcuts
v ERD tool

Keyboard shortcuts
v Graphs

Display
v Miscellaneous

Themes

User language

v Paths

7]

Block I/0 statistics
refresh rate

Session statistics
refresh rate

Transaction
throughput refresh
rate

Tuples in refresh rate

Tuples out refresh
rate

1
The number of seconds betweer

1

The number of seconds between

1

The number of seconds betweer

1

The number of seconds betweer

1

The number of seconds betweer

1 graph samples.

1 graph samples

1 graph samples

1 graph samples.
g b

graph samples.

¥ Cancel l |: Save

Use the fields on the Refresh rates panel to specify your refersh rates preferences for the graphs on the Dashboard tab:

* Use the Block I/0 statistics refresh rate field to specify the number of seconds between block 1/O statistic samples

displayed in graphs.

» Use the Session statistics refresh rate field to specify the number of seconds between session statistic samples

displayed in graphs.

* Use the Transaction throughput refresh rate field to specify the number of seconds between transaction through-
put samples displayed in graphs.

* Use the Tuples in refresh rate field to specify the number of seconds between tuples-in samples displayed in

graphs.

* Use the Tuples out refresh rate field to specify the number of seconds between tuples-out samples displayed in

graphs.

1.17. Preferences Dialog
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1.17.3 The Debugger Node

Expand the Debugger node to specify your debugger display preferences.

Use the fields on the Keyboard shortcuts panel to configure shortcuts for the debugger window navigation:

Preferences & X
B
> CIEHESED Accesskey (Clear all Key
Display breakpoints
Keyboard shortcuts Accesskey Key ¢
Nodes (Continue/Start)
Properties Accesskey (Step Key
Tab settings into)
v Dashboards Accesskey (Step Key o
) over)
Display
Graphs Accesskey (Stop) Key g
~ Debugger
Accesskey (Toggle Key ¢
Keyboard shortcuts breakpoint)
¥ ERDiG0 Edit grid values K
e i I
Keyboard shortcuts L [ Shl"J it [ A ki ihotd l
Miscell
v Miscellaneous Next tab Key ] [ ShifIJ Ctrl [ b Alt/Option J
Themes
User language Previous tab Key [ [ shiﬂ] Ctrl [ ¥4 Alt/Option ]
« Paths - il il
Binary paths Switch Panel Key  Tab [ Shift] Ctrl [ [ Ait/Option ]
Help

1.17.4 The ERD Tool Node

Expand the ERD Tool node to specify your ERD Tool display preferences.

Use the fields on the Keyboard shortcuts panel to configure shortcuts for the ERD Tool window navigation:
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Preferences Wl

~ Browser
Display Add table Key g shit  @@ctl [ Alv/Option
Keyboard shortcuts Add/Edit note Key n Shift M ctr [ slv/option
Nodes
Processes Auto align Key Shift ® cul [% Alt/Option
Properties
Tab settings Clone table Key ¢ Shift & ctl (% Alt/Option

~ Dashboards
Display Dowmicatiimaps Key i shift ~ [@gcwl  [EAlvOption
Refresh rates

« Debugger Drop table Key shit  [@@ctrl  [EJAlt/Option
Keyboard shortcuts Edit tabl ”

it table e i .

~ ERD toal ¥ | e shift  [Egctl 4 ~it/option
Keyboard shortcuts Generate SQL Key g Shift & cul % Alt/Option
Options

~ Graphs Many to many link Key m Shift & cuil [% Alt/Option
Display

v Miscellaneous One to many link Key & Shift Ctrl Altr’()ption
Themes

Ao mmmin s e —_—

Use the fields on the Options panel to manage ERD preferences.

Preferences uilha
v Browser SQL With DROP »
Display Table

If enabled, the SQL generated by the ERD Tool will add DROP table DDL

Keyboard shortcut
YAt ehorictis before each CREATE table DDL.

Nodes

Processes Table Relation Depth -1

Properties The maximum depth pgAdmin should traverse to find related tables when
Tab settings generating an ERD for a table. Use -1 for no limit.

~ Dashboards
Display
Refresh rates
~ Debugger
Keyboard shortcuts
v ERD tool
Keyboard shortcuts
Options
v Graphs
Display
~ Miscellaneous

Themes

* When the SQL With DROP Table switch is set to True, the SQL generated by the ERD Tool will add DROP table
DDL before each CREATE table DDL.
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* Table Relation Depth is useful when generating an ERD for a table. It allows to set the limit on the depth level
pgAdmin should traverse to find the relations. Use -1 to set no limit.

1.17.5 The Graphs Node

Expand the Graphs node to specify your Graphs display preferences.

Preferences
v Browser Chart line width
Display
Keyboard shortcuts
Nodes Show graph data
) points?
Properties

Tab settings
Show mouse hover
v Dashboards tooltip?
Display
Refresh rates

v Debugger Use different data
Keyboard shortcuts point styles?
v ERD tool

Keyboard shortouts
v Graphs

Display |
v Miscellaneous

Themes

User language
~ Paths

@

7 X
|
Set the width of the lines on the line chart.
b ]
D)
If set to True, data points will be visible on graph lines
If set to True, tooltip will appear on mouse hover on the graph lines giving
the data point details
If set to True, data points will be visible in a different style on each graph
lines
X Cancel | [l% EEGE ‘

e Use the Chart line width field to specify the width of the lines on the line chart.

lines giving the data point details.

each graph lines.

1.17.6 The Miscellaneous Node

Expand the Miscellaneous node to specify miscellaneous display preferences.

When the Show graph data points? switch is set to True, data points will be visible on graph lines.

When the Show mouse hover tooltip? switch is set to True, a tooltip will appear on mouse hover on the graph

When the Use different data point styles? switch is set to True, data points will be visible in a different style on
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Preferences

~ ERD tool
Keyboard shortcuts
~ Miscellaneous
Themes
User language
~ Paths
Binary paths
Help
~ Query Toal
Auto completion
Display
Editor
Explain
Keyboard shortcuts
Options
Results grid
SQL formatting
CSV/TXT Qutput
~ Schema Diff

User language

English

» Use the User language drop-down listbox to select the display language for the client.

Preferences

« ERD tool
Keyboard shortcuts
~ Miscellaneous
Themes
User language
~ Paths
Binary paths
Help
~ Query Tool
Auto completion
Display
Editor
Explain
Keyboard shortcuts
Options
Results grid
SQL formatting
CSV/TXT Qutput
~ Schema Diff

Theme

Standard

A refresh is required to apply the theme. Above is the preview of the theme

* Use the Themes drop-down listbox to select the theme for pgAdmin. You’ll also get a preview just below the
drop down. Note that, to apply the theme you need to refresh the pgAdmin page. You can also submit your own

themes, check here how. Currently we support Standard, Dark and High Contrast theme.

1.17. Preferences Dialog
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1.17.7 The Paths Node

Expand the Paths node to specify the locations of supporting utility and help files.

Preferences & X
Keyboard shortcuts
EDB Advanced Server Binary Path
Modes
Properties Set as default Database Server Binary Path
Tab settings EDB Ad ds 9.6
- vanced Server 9. 2
v Dashboards O
Display EDB Advanced Server 10 ]
Graphs
v Debugger EDB Advanced Server 11 =
Keyboard shortcuts EDB Ad qs 15
Z dvanced Server >
v ERD tool O
Keyboard shortcuts EDB Advanced Server 13 =
v Miscellaneous
Themes EDB Advanced Server 14 0
User language
« Paths B Enter the directory in which the psql, pg_dump, pg_dumpall, and pg_restore utilities can be found
Binary paths I for the corresponding database server version. The default path will be used for server versions
Help that do not have a path specified.
v Query Tool
Auto completion PostgreSQL Binary Path
Display
Editor Set as default Database Server Binary Path
Explain PostgreSQL 9.6 !
Keyboard shortcuts
Options PostgresSQL 10 0
Results grid
PostgreSQL 11 ibrarv/Pos /bi ;
SQL formatting O] /Library/PostgreSQL/11/bin/ 0
CSV/TXT Output O PostgreSQL 12 /Library/PostgreSQL/12/bin/ -
~ Schema Diff
Display FeSrasas 19 D
v Storage ;
PostgreSQL 14 &
Options D
0 ¥ Cancel l B save

Use the fields on the Binary paths panel to specify the path to the directory that contains the utility programs (pg_dump,
pg_dumpall, pg_restore and psql) for monitored databases:

* Use the EDB Advanced Server Binary Path grid to specify the location of the EDB Postgres Advanced Server
utility programs based on the server version. If the respective path is not set, then pgAdmin will pick up the path
for which ‘Set as default’ is checked else pgAdmin will attempt to find the utilities in standard locations used by
EnterpriseDB.

 Use the PostgreSQL Binary Path grid to specify the location of the PostgreSQL utility programs based on the
server version. If the respective path is not set, then pgAdmin will pick up the path for which ‘Set as default’ is
checked else pgAdmin will attempt to find the utilities in standard locations used by PostgreSQL.

Note: Use the ‘Validate path’ button to check the existence of the utility programs (pg_dump, pg_dumpall, pg_restore
and psql) and there respective versions.
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Preferences Pl 4

Themes gotsftg reSQL Help https://www.postgresql.org/docs/SVERSIONS/
User language an

v Paths
Binary paths

Path to the PostgreSQL documentation. SVERSIONS will be replaced with

the major.minor version number

Help
v Query Tool
Auto completion
Display
Editor
Explain
Keyboard shortcuts
Options
Results grid
SQL formatting
CSV/TXT Qutput
v Schema Diff
Display
v Storage

Options

0 * Cancel [:] |

Use the fields on the Help panel to specify the location of help files.
* Use the EDB Advanced Server Help Path to specify the path to EDB Postgres Advanced Server documentation.
* Use the PostgreSQL Help Path to specify the path to PostgreSQL documentation.

Please note: the default help paths include the VERSION placeholder; the $VERSIONS placeholder will be replaced
by the current database version.

1.17.8 The Query Tool Node

Expand the Query Tool node to access panels that allow you to specify your preferences for the Query Editor tool.
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Preferences ke
User language Autocomplete on key { .
press
v Paths

If set to True, autocomplete will be available on key press along with

Binary paths CTRL/CMD + Space. If set to False, autocomplete is only activated when

Help CTRL/CMD + Space is pressed.
~ Query Tool
Auto completion l Esggri’fﬁe‘" { .
CSV/TXT Output If set to True, Keywords will be displayed in upper case for auto
Display completion
Editor
Explain

Graph Visualiser
Keyboard shortcuts
Options
Results grid
SQL formatting

~ Schema Diff
Display

v Storage

Options

Use the fields on the Auto Completion panel to set the auto completion options.

e When the Autocomplete on key press switch is set to True then autocomplete will be available on key press along
with CTRL/CMD + Space. If it is set to False then autocomplete is only activated when CTRL/CMD + Space
is pressed.

* When the Keywords in uppercase switch is set to True then keywords are shown in upper case.
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Preferences

Themes
User language
v Paths
Binary paths
Help
v Query Tool
Auto completion
Display
Editor
Explain
Keyboard shortcuts
Options
Results grid
SQL formatting
CSV/TXT Qutput
v Schema Diff
Display
v Storage

Options

7]

CSV field separator

CSV quote character

CSV guoting

Replace null values
with

Strings

NULL

Specifies the string that represents a null value while downleading query

results as CSV. You can specify any arbitrary string to represent a null

value, with quotes if desired

X Cancel [:] Save ‘

Use the fields on the CSV/TXT Output panel to control the CSV/TXT output.

* Use the CSV field separator drop-down listbox to specify the separator character that will be used in CSV/TXT

output.

» Use the CSV quote character drop-down listbox to specify the quote character that will be used in CSV/TXT

output.

* Use the CSV quoting drop-down listbox to select the fields that will be quoted in the CSV/TXT output; select

Strings, All, or None.

e Use the Replace null values with option to replace null values with specified string in the output file. Default is

set to ‘NULL.
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Preferences & X
Themes Connection status o
User language If set to True, the Query Tool will monitor and display the connection and
v Paths transaction status
Binary paths
Hel Connection status 2
elp refresh rate
« Query Tool The number of seconds between connection/transaction status polls.
Auto completion . e
P Query info notifier 5
Display timeout
” The length of time to display the query info notifier after execution has
Editor Q ! I y 1 ¥ o/
completed. A value of -1 disables the notifier and a value of 0 displays it
Explain :

Keyboard shortcuts until clicked. Values greater than 0 display the notifier for the number of
Options seconds specified.
Results grid
SQL formatting
CSV/TXT Qutput

v Schema Diff
Display

v Storage

Options

0 X Cancel

Use the fields on the Display panel to specify your preferences for the Query Tool display.

* When the Connection status switch is set to True, each new instance of the Query Tool will display connection
and transaction status.

» Use the Connection status refresh rate field to specify the number of seconds between connection/transaction
status updates.

e Use the Query info notifier timeout field to control the behaviour of the notifier that is displayed when query
execution completes. A value of -/ will disable the notifier, and a value of 0 will display it until clicked. If a
positive value above zero is specified, the notifier will be displayed for the specified number of seconds. The
default is 5.
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Preferences

Themes Brace matching?

User language

~ Paths

ing?
Binary paths Cade folding?

Help

v Query Tool

Auto completion

Display Font size
Editor

Explain

Keyboard shortcuts
Opticns

Results grid

SQL formatting Insert bracket pairs?

CSV/TXT Qutput

~ Schema Diff

Line wrapping?
Display

v Storage

Options Plain text mode?

Specifies whether or not to highlight matched braces in the editor

Enable or disable code folding. In plain text mode, this will have no
effect as code folding is always disabled in that mode. Disabling will
improve editor performance with large files.

1

The font size to use for the SQL text boxes and editors. The value
specified is in "em” units, in which 1 is the default relative font size. For
example, to increase the font size by 20 percent use a value of 1.2, or to
reduce by 20 percent, use a value of 0.8. Minimum 0.1, maximum 10.

Specifies whether or not to insert paired brackets in the editor.

Spie(:ifii?f: whether or not to wrap 3QL code in the editor

Use the fields on the Editor panel to change settings of the query editor.

When the Brace matching? switch is set to True, the editor will highlight pairs of matched braces.

When the Code folding? switch is set to False, the editor will disable code folding. Disabling will improve editor

performance with large files.

Use the Font size field to specify the font size that will be used in text boxes and editors.

When the Insert bracket pairs? switch is set to True, the editor will automatically insert paired brackets.

When the Line wrapping switch is set to True, the editor will implement line-wrapping behavior.

When the Plain text mode? switch is set to True, the editor mode will be changed to text/plain. Keyword
highlighting and code folding will be disabled. This will improve editor performance with large files.

1.17.
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Preferences X

User language Show buffers?
v Paths
Show costs?

Binary paths W
Help Show settings? )

w Query Tool
Auto completion Show summary? )

CSV/TXT Output
Show timing?

Display

Bt Show wal?
Explain

Graph Visualiser Verbose output?

Keyboard shortcuts
Qptions
Results grid
SQL formatting
v Schema Diff
Display
w Storage

Options

0 X Cancel

Use the fields on the Explain panel to specify the level of detail included in a graphical EXPLAIN.

When the Show buffers? switch is set to True, graphical explain details will include information about buffer
usage.

When the Show costs? switch is set to True, graphical explain details will include information about the estimated
startup and total cost of each plan, as well as the estimated number of rows and the estimated width of each row.

When the Show settings? switch is set to True, graphical explain details will include the information on the
configuration parameters.

When the Show summary? switch is set to True, graphical explain details will include the summary information
about the query plan.

When the Show timing? switch is set to True, graphical explain details will include the startup time and time
spent in each node in the output.

When the Show wal? switch is set to True, graphical explain details will include the information on WAL record
generation.

When the Verbose output? switch is set to True, graphical explain details will include extended information
about the query execution plan.

94

Chapter 1. Getting Started



pgAdmin 4 Documentation, Release 8.5

Preferences

User language
~ Paths
Binary paths
Help
v Query Tool
Auto completion
CSV/TXT Output
Display
Editor
Explain
Graph Visualiser I
Keyboard shortcuts
Options
Results grid
SQL formatting
w Schema Diff
Display
v Storage

Options

Row Limit

5X

10000

This setting specifies the maximum number of rows that will be plotted on
a chart. Increasing this limit may impact performance if charts are plotted
with very high numbers of rows.

Use the fields on the Graph Visualiser panel to specify the settings related to graphs.

* Use the Row Limit field to specify the maximum number of rows that will be plotted on a chart.

Preferences

Themes
User language
v Paths
Binary paths
Help
v Query Tool
Auto completion
Display
Editor
Explain
Keyboard shortcuts
Options
Results grid
SQL formatting
CSV/TXT Output
~ Schema Diff
Display
v Storage
Options

Auto commit?

Auto rollback on
error?

Copy SQL from
main window to
query tool?

Prompt to
commit/rollback
active transactions?

Prompt to save
unsaved data
changes?

Prompt to save
unsaved query
changes?

« X
@
Set auto commit on or off by default in new Query Tool tabs.
»
Set auto rollback on or off by default in new Query Tool tabs.
»

Specifies whether or not to copy SQL to query tool from main window.

Specifies whether or not to prompt user to commit or rollback an active

transaction on Query Tool exit.

Specifies whether or not to prompt user to save unsaved data on data
grid exit.

Specifies whether or not to prompt user to save unsaved query on query
tool exit.

9 X Cancel | % R

L d

Use the fields on the Options panel to manage editor preferences.
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* When the Auto commit? switch is set to True, each successful query is committed after execution.

e When the Auto rollback on error? switch is set to True, failed queries are rolled back.

e When the Copy SQL from main window to query tool? switch is set to True, the CREATE sql of the selected

object will be copied to query tool when query tool will open.

* When the Prompt to save unsaved data changes? switch is set to True, the editor will prompt the user to saved

unsaved data when exiting the data editor.

* When the Prompt to save unsaved query changes? switch is set to True, the editor will prompt the user to saved

unsaved query modifications when exiting the Query Tool.

e When the Prompt to commit/rollback active transactions? switch is set to True, the editor will prompt the user

to commit or rollback changes when exiting the Query Tool while the current transaction is not committed.

* When the Sort View Data results by primary key columns? If set to True, data returned when using the View/Edit
Data - All Rows option will be sorted by the Primary Key columns by default. When using the First/Last 100

Rows options, data is always sorted.

Preferences WAl ¢

~oGidpns

— Columns sized by P

v Miscellaneous If set to 'Column data' columns will auto-size to the maximum width of the

Themes data in the column a »d in the first batch. If set to 'Column name’, the

User language column will be sized e widest of the data type or column name
v Paths _

. Maximum column 0

Binary paths width

Help Specify the maximum \ 1 of the column in pixels when 'Columns sized
v Query Toal by " is set to 'Column date

Auto completion On demand record 1000

CSV/TXT Output count - -

. Specify the number of records to fetch in one batch in query tool when

Display ) )

E& query result set is large. Changing this value will override

~ditor

ON_DEMAND_RECORD_COUNT setting from config file,
Explain
Graph Visualiser Result copy field Tab
separator
Keyboard shortcuts
Options Result copy quote
character

Results grid

SQL formatting Result copy quoting Strings
v Schema Diff
0 X Cancel B

Use the fields on the Results grid panel to specify your formatting preferences for copied data.

* When the Columns sized by is set to Column data, then data columns will auto-size to the maximum width of
the data in the column as loaded in the first batch. If set to Column name, the column will be sized to the widest

of the data type or column name.

* Specify the maximum width of the column in pixels when ‘Columns sized by’ is set to Column data. If ‘Columns

sized by’ is set to Column name then this setting won’t have any effect.

 Specify the number of records to fetch in one batch in query tool when query result set is large. Changing this

value will overridle ON_DEMAND_ROW_COUNT setting from config file.
e Use the Result copy field separator drop-down listbox to select the field separator for copied data.

» Use the Result copy quote character drop-down listbox to select the quote character for copied data.
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 Use the Result copy quoting drop-down listbox to select which type of fields require quoting; select All, None,

or Strings.

Preferences X
Themes Accesskey (Cancel Key g
User language query)

~ Paths Accesskey (Clear Key |
Binary paths editor options)
Help Accesskey Key 1
~ Query Tool (Connection status)
Auto completion Accesskey (Copy Key ¢
rows)
Display
Editor Accesskey (Delete Key 4
rows)
Explain
Keyboard shortcuts ﬁ;ﬁgﬁzl}(e‘f (Eacuts Key | x
Options _
. Accesskey (Filter Key
Results grid dialog)
SEEAGAMANG Accesskey (Filter Key i
CSV/TXT Qutput options)
v Schema Diff Accesskey (Find Key n
Display options)
v Slorage Accesskey (Open Key o
Optiens file)

Use the fields on the Keyboard shortcuts panel to configure shortcuts for the Query Tool window navigation:

Preferences

User language Data type case
~ Paths
Binary paths ) )
Expression Width
Help
~ Query Tool

Auto completion

CSV/TXT Qutput Function case
Display

Editor

Explain Identifier case

Graph Visualiser
Keyboard shortcuts
Options Keyword case
Results grid

SQL formatting I

~ Schema Diff

Lined between
queries

Display
~ Storage

Options

Logical operator

' X

Lower case Preserve

+/ Upper case

Convert data types to upper, lower, or preserve casing.

50

maximum number of characters in parenthesized expressions to bekept
on single line.

v Upper case

Convert function names to upper, lower, or preserve casing.

+ Upper case

Convert identifiers to upper, lower, or preserve casing.

Convert keywords to upper, lower, or preserve casing

Lower case Preserve

Lower case Preserve

Lower case Preserve

1

Decides how many empty lines to leave between SQL statements. If zero
it puts no new line

After

Use the fields on the SQL formatting panel to specify your preferences for reformatting of SQL.

¢ Use the Data type case option to specify whether to change data types into upper, lower, or preserve case.

1.17. Preferences Dialog
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 Use the Expression width option to specify maximum number of characters in parenthesized expressions to be
kept on single line.

» Use the Function case option to specify whether to change function names into upper, lower, or preserve case.

 Use the Identifier case option to specify whether to change identifiers (object names) into upper, lower, or capi-
talized case.

» Use the Keyword case option to specify whether to change keywords into upper, lower, or preserve case.

» Use Lines between queries to specify how many empty lines to leave between SQL statements. If set to zero it
puts no new line.

 Use Logical operator new line to specify newline placement before or after logical operators (AND, OR, XOR).
» Use New line before semicolon? to specify whether to place query separator (;) on a separate line.

 Use the Spaces around operators? option to specify whether or not to include spaces on either side of operators.
 Use the Tab size option to specify the number of spaces per tab or indent.

* Use the Use spaces? option to select whether to use spaces or tabs when indenting.

1.17.9 The Schema Diff Node

Expand the Schema Diff node to specify your display preferences.

Preferences 7 X
User language Ignore »
ik Grants/Revoke
v Fathe Set ignore grants/revoke on or off by default in the drop-down menu near
Binary paths the Compare button in the Schema Diff tab
Help
Ignore Owner »
v Query Tool : =
Auto completion Set ignore owner on or off by default in the drop-down menu near the
Naranacs Buto the Schema Diff tab
CSV/TXT Output Compare button in the Schema Diff tab.
Display Ignore Tablespace ) ]
Editor : z
Set ignore tablespace on or off by default in the drop-down menu near the
Explain

Compare button in the Schema Diff tab.
Graph Visualiser

Keyboard shortcuts Ignore Whitespace »

Options Set ignore whitespace on or off by default in the drop-down menu near the
Results grid Compare button in the Schema Diff tab.
SQL formatting
v Schema Diff
Display
~ Storage

Options

0 X Cancel

B

Use the Ignore Grant/Revoke switch to ignores the grant and revoke command while comparing the objects.
Use the Ignore Owner switch to ignores the owner while comparing the objects.
Use the Ignore Tablespace switch to ignores the tablespace while comparing the objects.

Use the Ignore Whitespace switch to ignores the whitespace while comparing the string objects. Whitespace includes
space, tabs, and CRLF.
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1.17.10 The Storage Node

Expand the Storage node to specify your storage preferences.

Preferences & X

Themes File dialog view List
User language
v Paths Last directory visited /Library/PostgreSQL/11/bin/

Binary paths
Maximum file upload 50
Help size (MB)

v Query Tool
Auto completion 2:3\%%1?;; Rl
Display
Editor
Explain
Keyboard shortcuts
Options
Results grid
SQL formatting
CSW/TXT Output
~ Schema Diff
Display
v Storage

Options

) X Cancel | )% EAG |

Use the fields on the Options panel to specify storage preferences.

* Use the File dialog view drop-down listbox to select the style of icons and display format that will be displayed
when you open the file manager; select List to display a list view, or Grid to display folder icons.

» Use the Last directory visited field to specify the name of the folder in which the file manager will open.

¢ Use the Maximum file upload size(MB) field on the Options panel of the Storage node to specify the maximum
file size for an upload.

e When the Show hidden files and folders? switch is set to True, the file manager will display hidden files and
folders.

Using ‘setup.py’ command line script

Note: To manage preferences using setup.py script, you must use the Python interpreter that is normally used to run
pgAdmin to ensure that the required Python packages are available. In most packages, this can be found in the Python
Virtual Environment that can be found in the installation directory. When using platform-native packages, the system
installation of Python may be the one used by pgAdmin.
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1.17.11 Manage Preferences

1.17.12 Get Preferences

To get all the preferences listed, invoke setup.py with get-prefs command line option. You can also get this
mapping by hovering the individual preference in the Preference Ul dialog.

[/path/to/python /path/to/setup.py get-prefs ]

1.17.13 Save Preferences

To save the preferences, invoke setup.py with set-prefs command line option, followed by username, prefer-
ence_key=value and auth_source. Multiple preference can be given too by a space separated. If auth_source is not
given, Internal authentication will be consider by default.

/path/to/python /path/to/setup.py set-prefs userl@gmail.com sqleditor:editor:comma_
—first=true

# To specify multiple preferences options
/path/to/python /path/to/setup.py set-prefs userl@gmail.com sqleditor:editor:comma_
—first=true sqleditor:keyboard_shortcuts:toggle_case=true

# to specify an auth_source
/path/to/python /path/to/setup.py set-prefs userl@gmail.com sqleditor:editor:comma_
. first=true --auth-source=1dap

1.17.14 Updating Preferences preferences.json

To update preferences defined in json file, simply run setup.py ~° with " set-prefscommand followed by user-
name and JSON file containing the preferences.

/path/to/python /path/to/setup.py set-prefs userl@gmail.com --input-file /Users/
—yogeshmahajan/Desktop/pref. json

1.17.15 JSON format

The JSON file simply contains preference_key=value. Preference key value mapping can be obtained by hovering the
individual preference in the Preference Ul dialog.

The following is an typical example for preferences.json :

{
"preferences":
{
"browser:display:show_system_objects": true,
"browser:display:show_user_defined_templates": true,
"browser:display:confirm_on_refresh_close": false,
"misc:themes:theme": "dark",

(continues on next page)
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(continued from previous page)

1.18 Keyboard Shortcuts:

Keyboard shortcuts are provided in pgAdmin to allow easy access to specific functions. Alternate shortcuts can be

configured through File > Preferences if desired.

1.18.1 Main Browser Window

When using main browser window, the following keyboard shortcuts are available:

Shortcut for all platforms

Function

Shift+Ctrl+a
Shift+Alt+b
Shift+Alt+n
Shift+Alt+d
Shift+Alt+g
Shift+Alt+e
Shift+Alt+f
Shift+Alt+h
Shift+Alt+o
Shift+Alt+c
Shift+Alt+q
Shift+Ctrl+f
F5
Shift+Alt+s
Shift+Alt+[
Shift+Alt+]
Shift+Alt+1
Shift+Alt+v

Add grid row

Object explorer

Create object

Delete object

Direct debugging

Edit object properties
File main menu

Help main menu
Object main menu
Open context menu
Open query tool

Quick Search

Refresh object explorer
Search objects

Tabbed panel backward
Tabbed panel forward
Tools main menu

View data

1.18.2 Property Grid Controls

Use the shortcuts below when working with property grid controls:

Shortcut for all platforms Function

Control+Shift+A Add row in Grid

Tab Move focus to the next control
Shift+Tab Move focus to the previous control
Return Pick the selected an item in a combo box
Control+Shift+A Add row in Grid

1.18. Keyboard Shortcuts:
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1.18.3 SQL Editors

When using the syntax-highlighting SQL editors, the following shortcuts are available:

Shortcut (Windows/Linux) Shortcut (Mac) Function
Alt + Left Option + Left Move to the beginning of the line
Alt + Right Option + Right Move to the end of the line
Ctrl + Alt + Left Cmd + Option + Left Move left one word
Ctrl + Alt + Right Cmd + Option + Right Move right one word
Ctrl +/ Cmd +/ Comment selected code (Inline)
Ctrl +. Cmd +. Uncomment selected code (Inline)
Ctrl + Shift + / Cmd + Shift +/ Comment/Uncomment code (Block)
Cul +a Cmd + a Select all
Ctrl + ¢ Cmd + ¢ Copy selected text to the clipboard
Ctrl +r Cmd +r Redo last edit un-done
Ctrl + v Cmd + v Paste text from the clipboard
Cul + z Cmd +z Undo last edit
Tab Tab Indent selected text
Shift + Tab Shift + Tab Un-indent selected text
Ctrl +1 Cmd +1 Go to line, column
Ctrl + Space Ctrl + Space Auto-complete
Cul + f Cmd + f Find
Ctrl+ ¢ Cmd + g Find next
Ctrl + Shift + g Cmd + Shift + g Find previous
Ctrl + Shift + f Cmd + Shift + f Replace
1.18.4 Query Tool
When using the Query Tool, the following shortcuts are available:
Shortcut (Windows/Linux) Shortcut (Mac) Function

<accesskey> + q
<accesskey> +t
<accesskey> + d
<accesskey> + x
<accesskey> + f
<accesskey> + i
<accesskey> + n

<accesskey> + q
<accesskey> + t
<accesskey> + d
<accesskey> + x
<accesskey> + f
<accesskey> + i
<accesskey> + n

Cancel query
Connection status
Delete rows
Execute options
Filter dialog
Filter options
Find options

<accesskey> + 0 <accesskey> + 0 Open file

<accesskey> + p <accesskey> + p Paste rows

<accesskey> + 1 <accesskey> + 1 Rows limit

<accesskey> + s <accesskey> + s Save file

Cul + Alt+ L Ctrl + option + L Clear query

Shift + Ctrl + m Shift + Ctrl + m Commit

F8 F8 Download Results

Shift + F7 Shift + F7 EXPLAIN ANALYZE query

F7 F7 EXPLAIN query

F5 F5 Execute query

Shift + Alt + ] Shift + option + ] Next tab

continues on next page
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Table 13 — continued from previous page

Shortcut (Windows/Linux)

Shortcut (Mac)

Function

Shift + Alt + [
Shift + Ctrl +r
Fo6

Shift + Alt + Tab
Shift + Ctrl + u

Shift + option + [
Shift + Ctrl + r
F6

Shift + option +Tab

Shift + Ctrl + u

Previous tab

Rollback

Save data changes

Switch Panel

Toggle case of selected text

1.18.5 Debugger

When using the Debugger, the following shortcuts are available:

Shortcut (Windows/Linux)

Shortcut (Mac)

Function

<accesskey> + x
<accesskey> + ¢
<accesskey> + i
<accesskey> + 0
<accesskey> + s
<accesskey> +t
Shift + Alt + q
Shift + Alt + ]
Shift + Alt + [
Shift + Alt + Tab

<accesskey> + x
<accesskey> + ¢
<accesskey> + i
<accesskey> + o
<accesskey> + s
<accesskey> +t
Shift + option + q
Shift + option + ]
Shift + option + ]

Clear all breakpoints
Continue/Start

Step into

Step over

Stop

Toggle breakpoint
Edit grid values
Next tab

Previous tab

Switch Panel

Shift + option +Tab

1.18.6 ERD Tool

When using the ERD Tool, the following shortcuts are available:

Shortcut (Windows/Linux) Shortcut (Mac) Function

Cul + Alt+ a Ctrl + option + a Add table

Ctrl + Alt +n Ctrl + option + n Add/Edit note
Cul + Alt +1 Ctrl + option + 1 Auto align

Ctrl + Alt + ¢ Ctrl + option + ¢ Clone table

Ctrl + Alt + i Ctrl + option + i Download image
Ctrl + Alt +d Ctrl + option + d Drop table

Cul + Alt +e Ctrl + option + e Edit table

Ctrl + Alt + s Ctrl + option + s Generate SQL

Ctrl + Alt + m
Ctrl + Alt+ o

Ctrl + option + m
Ctrl + option + o

Many to many link
One to many link

Ctrl + 0 Ctrl + o Open project

Ctrl + s Ctl + s Save project

Shift + Ctrl + s Shift + Ctrl + s Save project as

Cul + Alt +t Ctrl + option + t Show more/fewer details
Shift + Alt + + Shift + option + + Zoom in

Shift + Alt + - Shift + option + - Zoom out

Shift + Alt + f Shift + option + f Zoom to fit

1.18. Keyboard Shortcuts:
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1.18.7 Inner Tab and Panel Navigation

When using the Query Tool and Debugger, the following shortcuts are available for inner panel navigation:

1.18.8 Access Key

<accesskey> is browser and platform dependant. The following table lists the default access keys for supported
browsers.

Windows Linux Mac
Edge Alt
Chrome Alt Alt Ctrl + Option
Firefox Alt + Shift Alt + Shift Ctrl + Option
Safari Alt Ctrl + Option
1.19 Search objects
Search Objects - postgres/postgres@PostgreSOL 11 I
as% All types
Object name Type Browser path
:-']E bigint->regclass Casts Casts/bigint->regclass
&% character varying->regclass Casts Casts/character varying->regclass
£ integer-sregclass Casts Casts/integer->regclass
&5 oid-»reqgclass Casts Casts/oid->regclass
&% regclass-=bigint Casts Casts/regclass-=bigint
¥ regelass-=integer Casts Casts/regclass-=integer
&9 regelass->oid Casts Casts/regclass->oid
&9 smallint->regclass Casts Casts/smallint->regclass
&7 text->regclass Casts Casts/text->regclass
&l as-IN-x-icu Collations  Catalogs/PostgreSQL Catalog (pg_catalog)/Collations/a..
f;,,ns-::-i-::u Collations  Catalogs/PostgreSQL Catalog (pg_catalog)/Collations/a..
Al asa-TZ-x-icu Collations  Catalogs/PostgreSQL Catalog (pg_catalog)/Collations/a...
Al asa-x-icu Collations  Catalogs/PostgreSQL Catalog (pg_catalog)/Collations/a...

442 matches found

With this dialog, you can search for almost any kind of objects in a database.
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You can access it by right clicking a database or any of its child nodes and select “Search objects”. You can also access
it by hitting the shortcut (default ALT+SHIFT+S).

The minimum pattern length are 3 characters. The search performed is non-casesensitive and will find all objets whose
name contains the pattern. You can only search for object names currently. Examples are: abc, %ab%, ab%c, % %%,
etc.

The result is presented in the grid with object name, object type and the object path in the object explorer. You can
double click on a result row to select the object in the object explorer. If the object is greyed out, this means that you
have not enabled those object types in the preferences, so you can’t double click on it. You can click on the ellipsis
appended to the function and procedure names to see their arguments.

You can filter based on a particular object type by selecting one from the object type dropdown. If the search button is
hit when one of the object type is selected then only those types will be fetch from the database. An object type will
not be visible in the dropdown if the database server does not support it or if it is not enabled from the preferences.

Before using pgAdmin to manage objects that reside on a server, you must define a connection to the server; for more
information please see Connecting to a Server in the next section.
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CHAPTER 2

External database for pgAdmin user settings

The user settings used by pgAdmin are stored in a SQLite database. In this database, many settings are stored, such as
preferences, user accounts, auto-discovered servers, and many more.

As SQLite is a file-based database and it can be anywhere in the file system, so it is not designed to take care of failures
(no HA support). Furthermore, it isn’t designed to handle multiple connections concurrently reading/writing data to it.
Example: In environments such as Kubernetes it may be useful to use an alternate backend to avoid using SQLite on
non-ephemeral storage and to allow HA of the settings database.

In order to prevent this, pgAdmin now supports storing user settings in an external database using the new ‘CON-
FIG_DATABASE_URI parameter in the config.py file.

2.1 Use SQLite Database

In order to use SQLite Database, make sure CONFIG_DATABASE_URI parameter is set to an empty string like . By
default it is set to an empty string in the config.py so if you would like to use SQLite database then no need to change
anything.

2.2 Use External Database

In order to use an external database, make sure CONFIG_DATABASE_URI parameter is set like “di-
alect+driver://username:password @host:port/database”.

Note It is recommended to create the database in advance.
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2.3 Use PostgreSQL Database

Following are the formats to use PostgreSQL as an external database.

Basic syntax:

[postgresql ://username:password@host :port/database ]

Using specific schema (It is recommended to create the schema in advance):

[postgre sql://username:password@host:port/database?options=-csearch_path=<schema name> }

Using default pgpass path for the service account:

[postgresql ://username@host:port?options=-csearch_path=<schema name> }

Specifying pgpass file path:

postgresql://username@host:port?passfile=<path of the pgpass file>&options=-csearch_path=
—,<schema name>
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Connecting To A Server

Before you can use the pgAdmin client to manage the objects that reside on your Postgres server, you must define a
connection to the server. You can (optionally) use the Server Group dialog to create server groups to organize the server
connections within the tree control for easier management. To open the Server Group dialog, right-click on the Servers
node of the tree control, and select Server Group from the Create menu.

3.1 Server Group Dialog

Use the Server Group dialog to add a new server group. Assign servers to server groups to simplify management of
multiple servers. Server groups are displayed as part of the pgAdmin tree control.

& Create - Server Group e XK
General
MName dev_servers

o 0‘ X Close | ¥:) Reset

Use the Name field on the Server Group dialog to specify a name that will identify the server group in the pgAdmin
tree control.

¢ Click the Save button to save work.
* Click the Close button to exit without saving work.

* Click the Reset button to restore configuration parameters.
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To create server connections in a server group, right click on the named server group and select the Create option to
open the Create - Server dialog.

Use the fields on the Server dialog to define the connection properties for each new server that you wish to manage
with pgAdmin. To open the Server dialog, right-click on the Servers node of the tree control, and select Server from
the Register menu.

3.2 Server Dialog

Use the Server dialog to describe a connection to a server. Note: you must ensure that the pg_hba.conf file of the server
from which you are connecting allows connections from the host of the client.

= Reqister - Server Pl
General Connection Parameters 355H Tunnel Advanced

MName PostgreSQL 16

Server group = Servers

Background

Foreground >

Connect now? [ ]

Shared? »

Shared Username

Comments

0 0 ¥ Close | 42) Reset

Use the fields in the General tab to identify the server:

Use the Name field to add a descriptive name for the server; the name specified will be displayed in the Object
Explorer.

Use the drop-down list box in the Server group field to select the parent node for the server; the server will be
displayed in the Object Explorer control within the specified group.

Use the color-picker in the Background field to specify the background color for the server.
Use the color-picker in the Foreground field to specify the foreground color for the server.

If the Connect now? checkbox is checked, the client will attempt a connection to the server upon completion of
the dialog; this is the default

If the Shared? switch is moved to Yes then that server can be shared with all the other users. This option is
available only to admin users. For more information on users see User Management Dialog. Users can access
the shared servers with some restrictions - the following operations on shared servers are not permitted:

— Delete the server

Rename the server

Rename the group server

Change of host, port, and maintenance database
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Please note that once the server is shared, it’s icon is changed in the object explorer.

Use the Shared Username field to fill the username of the shared server connection. By default, it will take the
username of the server being shared.

Provide a comment about the server in the Comments field.

Click the Connection tab to continue.

Register - Server oo
General Connection Parameters SSH Tunnel Advanced
Host name/address localhost
Port 5432
Maintenance postgres
database
Username postgres
Kerberos B

authentication?

Password

Save password?

1

Role

Service

o e X Close | #2 Reset

Use the fields in the Connection tab to configure a connection:

Specify the IP address of the server host, or the fully qualified domain name in the Host name/address field. If
you provide a unix domain socket, the directory name must begin with a “/”".

Enter the listener port number of the server host in the Port field. The default is 5432.

Use the Maintenance database field to specify the name of the initial database to which the client will connect. If
you will be using pgAgent or adminpack objects, the pgAgent schema and adminpack objects should be installed
on that database.

Use the Username field to specify the name of a role that will be used when authenticating with the server.

When Kerberos authentication? is set to True, pgAdmin will try to connect the PostgreSQL server using Kerberos
authentication.

Use the Password field to provide a password that will be supplied when authenticating with the server.

Check the box next to Save password? to instruct pgAdmin to save the password for future use. Use Clear Saved
Password to remove the saved password.

Use the Role field to specify the name of a role that has privileges that will be conveyed to the client after
authentication with the server. This selection allows you to connect as one role, and then assume the permissions
of this specified role after the connection is established. Note that the connecting role must be a member of the
role specified.

Use the Service field to specify the service name. For more information, see Section 33.16 of the Postgres
documentation.

Click the Parameters tab to continue.
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= Register - Server X

General Connection Parameters SSH Tunnel Advanced

Connection Parameters +
Name Keyward Value

B 551 mode ssimode prefer

B Connection timecut (secon... connect_timeout 10

B password file passfile fUsers/akshayjoshi/ pgpass [

®  Channel binding channel_binding Supported version >= 1
B Certificate revocation list di... sslerldir O
@] 9 X Close | £ Reset

Use the fields in the Parameters tab to configure a connection:

Click on the + button to add a new parameter. Some of the parameters are:

Host address using this field to specify the host IP address may save time by avoiding a DNS lookup on con-
nection, but it may be useful to specify both a host name and address when using Kerberos, GSSAPI, or SSPI
authentication methods, as well as for verify-full SSL certificate verification.

Password File field to specify the location of a password file (.pgpass). A .pgpass file allows a user to login
without providing a password when they connect. For more information, see Section 33.15 of the Postgres
documentation.

Connection timeout field to specify the maximum wait for connection, in seconds. Zero or not specified means
wait indefinitely. It is not recommended to use a timeout of less than 2 seconds. By default it is set to 10 seconds.

SSL mode field to select the type of SSL connection the server should use. For more information about using
SSL encryption, see Section 33.18 of the Postgres documentation.

If pgAdmin is installed in Server mode (the default mode), you can use the platform-specific File manager dialog to
upload files that support SSL encryption to the server. To access the File manager dialog, click the icon that is located
to the right of each of the following fields.

e Client certificate field to specify the file containing the client SSL certificate.  This file will re-

place the default ~/postgresql/postgresql.crt if pgAdmin is installed in Desktop mode, and <STOR-
AGE_DIR>/<USERNAME=>/.postgresql/postgresql.crt if pgAdmin is installed in Web mode. This parameter
is ignored if an SSL connection is not made.

Client certificate key field to specify the file containing the secret key used for the client certificate. This file
will replace the default ~/.postgresql/postgresql.key if pgAdmin is installed in Desktop mode, and <STOR-
AGE_DIR>/<USERNAME>/.postgresql/postgresql.key if pgAdmin is installed in Web mode. This parameter
is ignored if an SSL connection is not made.

Root certificate field to specify the file containing the SSL certificate authority. This file will replace the default
~/.postgresql/root.crt. This parameter is ignored if an SSL connection is not made.

Certificate revocation list field to specify the file containing the SSL certificate revocation list. This list will
replace the default list, found in ~/postgresql/root.crl. This parameter is ignored if an SSL connection is not
made.
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* SSL compression? is set to True, data sent over SSL connections will be compressed. The default value is False

(compression is disabled). This parameter is ignored if an SSL connection is not made.

Warning: In Server mode, certificates, private keys, and the revocation list are stored in the per-user file storage
area on the server, which is owned by the user account under which the pgAdmin server process is run. This
means that administrators of the server may be able to access those files; appropriate caution should be taken before
choosing to use this feature.

Click the SSH Tunnel tab to continue.

Register - Server

General Connection Parameters
Use SSH tunneling ) ]
Tunnel host

Tunnel port

Username

Authentication " Passwo

Identity file
Password
Save password?

Keep alive (seconds) i]

o 0

SSH Tunnel  Advanced

rol Identity file

¥ Close 42 Reset

Use the fields in the SSH Tunnel tab to configure SSH Tunneling:

You can use the “SSH Tunnel” tab to connect pgAdmin (through an intermediary proxy host) to a server that resides
on a network to which the client may not be able to connect directly.

e Set “Use SSH tunneling” to Yes to specify that pgAdmin should use an SSH tunnel when connecting to the

specified server.

Specify the name or IP address of the SSH host (through which client connections will be forwarded) in the
Tunnel host field.

Specify the port of the SSH host (through which client connections will be forwarded) in the Tunnel port field.
Specify the name of a user with login privileges for the SSH host in the Username field.
Specify the type of authentication that will be used when connecting to the SSH host in the Authentication field:

— Select the Password option to specify that pgAdmin will use a password for authentication to the SSH host.
This is the default.

— Select the Identity file to specify that pgAdmin will use a private key file when connecting.

If the SSH host is expecting a private key file for authentication, use the Identity file field to specify the location
of the key file.

If the SSH host is expecting a password of the user name or an identity file if being used, use the Password field
to specify the password.

3.2. Server Dialog
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Check the box next to Save password? to instruct pgAdmin to save the password for future use. Use Clear SSH
Tunnel Password to remove the saved password.

Use the Keep alive field to specify interval in seconds defining the period in which, if no data was sent over
the connection, a ‘keepalive’ packet will be sent (and ignored by the remote host). This can be useful to keep
connections alive over a NAT. You can set to O for disable keepalive.

Click the Advanced tab to continue.

— Register - Server P

Advanced

General Connection Parameters SSH Tunne

DB restriction

Password exec
command

Password exec
expiration (seconds)

Prepare threshold

first tim

i on the

o 0 X Close | 49 Reset B save |

Use the fields in the Advanced tab to configure a connection:

Use the DB restriction field to provide a SQL restriction that will be used against the pg_database table to limit
the databases that you see. For example, you might enter: live_db test_db so that only live_db and test_db are
shown in the pgAdmin browser. Separate entries with a comma or tab as you type.

Use the Password exec command field to specify a shell command to be executed to retrieve a password to be
used for SQL authentication. The stdout of the command will be used as the SQL password. This may be
useful when the password should be generated as a transient authorization token instead of providing a password
when connecting in PAM authentication scenarios.

Use the Password exec expiration field to specify a maximum age, in seconds, of the password generated with a
Password exec command. If not specified, the password will not expire until your pgAdmin session does. Zero
means the command will be executed for each new connection or reconnection that is made. If the generated
password is not valid indefinitely, set this value to slightly before it will expire.

Use the Prepare threshold field to specify the number of times a query is executed before it is prepared. If it is
set to 0, every query is prepared the first time it is executed. If it is set to blank, prepared statements are disabled
on the connection. This is particularly useful with external connection poolers, such as PgBouncer, which is not
compatible with prepared statements. Set this to blank in such cases.

Note:

The password file option is only supported when pgAdmin is using libpq v10.0 or later to connect to the server.

Note:

The Password exec option is only supported when pgAdmin is run in desktop mode.

Click the Save button to save your work.
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* Click the Close button to exit without saving your work.

* Click the Reset button to return the values specified on the Server dialog to their original condition.

3.2.1 Clear Saved Passwords

Use Clear Saved Password functionality to clear the saved password for the database server.

Clear saved password

Are you sure you want to clear the saved password for server EDB Postgres Advanced S
erver 10?

¢ Cancel v 0K

Clear Saved Password shows in the context menu for the selected server as well as under the Object menu on the top
menu bar.

Use Clear SSH Tunnel Password functionality to clear the saved password of SSH Tunnel to connect to the database
server.

Clear SSH Tunnel password

Are you sure you want to clear the saved password of SSH Tunnel for server Server1?

® Cancel v 0K

Clear SSH Tunnel Password shows in the context menu for the selected server as well as under the Object menu on the
top menu bar.

Note: It will be enabled/visible when the password for the selected database server is already saved.

Alternatively you can use the Cloud Deployment wizard to deploy a new PostgreSQL instance in the cloud, and connect
to it.

3.3 PostgreSQL Cloud Deployment

A PostgreSQL server can be deployed on the Amazon, EDB BigAnimal, Azure, Google cloud using this module. In
future more cloud provider options will be available.

To launch the Cloud Deployment... tool, right click on the Server Group or Server of the tree control, and select
Deploy a Cloud Instance from the Register menu.
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3.3.1 Amazon RDS Cloud Deployment

To deploy a PostgreSQL server on the Amazon cloud, follow the below steps.

Deploy Cloud Instance

o Cloud Provider »

2 Credentials

3  Cluster Type

4  Instance Specification
5 Database Details

6 Review

@

Select a cloud provider for PostgreSQOL database.

aWS Amazon RDS

m EDB BigAnimal

A Azure Database
> Google Cloud SQL

44 Back e Next

+ Finish

Once you launch the tool, select the Amazon RDS option. Click on the Next button to proceed further.
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Deploy Cloud Instance ("] x|

1  Cloud Provider Region ap-south-1

The cloud instance will be deployed in the selected region.

° Credentials > AWS access key @ J

AWS secret access
key

3 Instance Specification
AWS session token

4  Database Details

Temporary AWS session required session token.
5 Review

(D) 'AWS access key' cannot be empty. X ]

0 44 Back | »» Next [REAENTE

In the Credentials dialog, provide the region in which you want to deploy the instance along with the AWS access key
and AWS secret access key. Provide AWS session token only if your AWS session is temporary.

To proceed further, click on the next button. Before going further, pgAdmin will validate your credentials.
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Deploy Cloud Instance
Instance name
1 Cloud Provider ./
Public IP range

2  Credentials ./

o Instance Specification >

4 Database Details

Version & Instance

Database version
Instance class

Instance type
8 Review

Storage

Storage type

Allocated storage

Availability
High availability

pgAdmin

127.0.0.1/32
IP address range for allowed inbound traffic, for example: 127.0.0.1/32. Add
multiple IP addresses/ranges separated with commas

PostgreSQL 12.9-R1

Burstable classes (includes t classes)

db.t2.small

General Purpose SSD (gp2) X v

20

Size in GiB.

Creates a standby in a different Availability Zone (AZ) to provide data

redundancy, eliminate I/0 freezes, and minimize latency spikes during

system backups

44 Back  »p Next

Use the fields from the Instance Specification tab to specify the Instance details.

» Use the Instance name field to add an instance name for the PostgreSQL server; the name specified will be

displayed in the Object Explorer too.

* Use the Public IP field to specify the IP Address range for permitting the inbound traffic.

» Use the Database version field to specify the PostgreSQL version to deploy.

» Use the Instance class field to allocate the computational, network, and memory capacity required by planned

workload of this DB instance.

* Use the Instance type field to select the instance type.

» Use the Storage type field to select the instance storage type. Three options are available. General Purpose (SSD)
storage, Provisioned IOPS (SSD) and Magnetic storage.

» Use the Allocated storage field to specify the storage capacity in GiB.

* Use the Provisioned IOPS in case of Provisioned IOPS (SSD) storage type.

» Use the High Availability option to specify High Availability option. This option creates a standby in a different

Availability Zone(AZ).
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Deploy Cloud Instance

s
1 Cloud Provider srver group

Database name

2  Credentials .~
Username
3  Instance Specification Password

Confirm password

o Database Details >
Port

] Review

Use the fields from the Database Details tab to specify the Instance details.

= Servers

pgadmin

userl

44 Back | »r Next AT

» Use the drop-down list box in the Server group field to select the parent node for the server; the server will be
displayed in the Object Explorer within the specified group.

* Use the Database name field to add the database name for the PostgreSQL server.

* Use the Username field to specify the name of a role that will be used when authenticating with the server.

» Use the Password field to provide a password that will be supplied when authenticating with the server.

Use the Confirm password field to repeat the password.

* Enter the listener port number of the server host in the Port field.
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Please review the details before creating the cloud instance.
1 Cloud Provider ./

Cloud Amazon RDS
Instance name pgAdmin
gy o Public IP 127.0.0.1/32

Version and Instance Details

3  Instance Specification PostgreSQL version 1114

Instance type db.mb.24xlarge

4 Database Details ./ Storage Details

Storage type General Purpose SSD (gp2)
° Review > Allocated storage 20 GiB

Database Details

Database name pgadmin

Username userl

Password KEHXKKK

Port 5432

At the end, review the Instance details that you provided. Click on Finish button to deploy the instance on Amazon
RDS.

@Admin Filev Objectv Toolsv Help
B w Q>

Browser

Al

v &3 Servers (2)

> G PG 13

> % pgAdmin

Once you click on the finish, one background process will start which will deploy the instance in the cloud and monitor
the progress of the deployment. You can view all the background process with there running status and logs on the
Processes tab

The Server will be added to the tree with the cloud deployment icon. Once the deployment is done, the server details
will be updated.
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3.3.2 EDB BigAnimal Cloud Deployment

To deploy a PostgreSQL server on the EDB BigAnimal cloud, follow the below steps.

Deploy Cloud Instance Pl

o Cloud Provider » Select a cloud provider for PostgreSQOL database.

. aWS Amazon RDS
2 Credentials S —T

‘% EDB BigAnimal
3 Cluster Type -

A Azure Database
4  Instance Specification

: > Google Cloud SQL
5 Database Details
6 Review

0 44 Back > Next . + Finish

Once you launch the tool, select the EDB BigAnimal option. Click on the Next button to proceed further.
Deploy Cloud Instance P

1  Cloud Provider

° Credentials > The verification code to authenticate the pgAdmin to EDB BigAnimal is: NSWM-MVFL
By clicking the below button, you will be redirected to the EDB Big&nimal authentication page in a new
tab.

Click here to authenticate yourselfito EDE BigAnimal

3  Cluster Type
4  Instance Specification
5 Database Details

6 Review

(7] «4 Back | »» Next [ROAETIET

The next steps is to authenticate the user to EDB BigAninal. Click the given button to authenticate, by clicking the
button, the user will be redirected to the new tab for the verification. Once you confirm the one time code, the pgAdmin
will automatically detect it and the next button will be enabled. To proceed further, click on the next button.
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Deploy Cloud Instance o X
Cluster type Single
1) Cloud Provider ./ o High Availability Extreme High Availability
Node
2  Credentials / MNumber of standby
replicas
Adding standby replicas will increase your number of CPUs, as well as

o Cluster Type » your cost.

Cluster provider

4 Instance Specification =D T;Err?uﬂ

5 Database Details

6 Review

) w0k [ e

 Use the Project field to choose a project in your Biganimal account.
* Use the Cluster type field to choose a cluster type.

* Use the No. of Standby Replicas field to specify the replicas if you have selected the High Availability cluster.

Use the Cluster provider field to choose the provider.

Deploy Cloud Instance Pl
1 Cloud Provider ./ Cluster name pgadmincluster
Region AP NorthEast 1
2  Credentials .
Public IF range 223.233.80.12/32

ple: 127.0.0.1/32. Add

th commas. Leave blank for

IP address range for allowed inbound traffic, for ex

3  Cluster Type ./

multiple IP addresses/ranges separated w

0.0.0.040
o Instance Specification »  Instance Type
Instance type General Purpose
Instance series AWS EC2 M5 Instances
5 Database Details
Instance size m5.large (2vCPU, 8GB RAM)
6  Review
Storage
Volume type General Purpose SSD (gp3)
Size 10
Size (1-16,384 GiB)
I10PS 3000
Disk throughput 125

0 44 Back | | P> Next  [RVAIETIE)]

Use the fields from the Instance Specification tab to specify the Instance details.

* Use the Cluster name field to add a cluster name for the PostgreSQL server; the name specified will be displayed
in the Object Explorer too.
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Use the Region field to select the region.

Use the Public IP range field to specify the IP Address range for permitting the inbound traffic. Leave it blank
for 0.0.0.0/0

Use the Instance type field to select the instance type.
Use the Instance series field to select the instance series.

Use the Instance size field to allocate the computational, network, and memory capacity required by planned
workload of this DB instance.

Use the Volume type field to select the instance storage type.

Use the Volume properties field to specify the storage capacity. This field is specific to Azure.
Use the Volume size field to specify the storage size. This field is specific to AWS.

Use the Volume IOPS field to specify the storage IOPS. This field is specific to AWS.

Use the Disk throughput field to specify the disk throughput. This field is specific to AWS.

Deploy Cloud Instance SOx

poAdmin server group B Demao
1 Cloud Provider / g grou & Demo

Database type Postgresal
2 Credentials -
Database version 11
3 Just vpe Database password 0 secressssseene
Confirm password = sesseseesenne
4  Instance Specification
° Database Details >
] Review
7] « Back  »e Next Finish

Use the fields from the Database Details tab to specify the Instance details.

Use the drop-down list box in the Server group field to select the parent node for the server; the server will be
displayed in the Object Explorer within the specified group.

Use the Database type field to specify the PostgreSQL type, EnterpriseDB PostgreSQL Advanced Server or
PostgreSQL.

Use the PostgreSQL version field to select the database version.
Use the Database Password field to provide a password that will be supplied when authenticating with the server.

Use the Confirm password field to repeat the password.
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Deploy Cloud Instance P
Please review the details before creating the cloud instance.
1 Cloud Provider ./
Cloud Details
Cloud biganimal
2 Credentials o/
Instance name paadmincluster
Region ap-northeast-1
3 Cluster Type
Cluster type public
Public IPs 223.235.172.194/32
4 Instance Specification Clustar Detalls
Cluster type single
5 | Database Details No. of Standby Replicas 0
Provider aws

° Review »

ersion Details
Instance type
Instance series
Instance size

Starage Detalls

General Purpose
AWS EC2 M5 Instances

m&.large (2vCPU, BGB RAM)

Wolume type gpd
Volume size 1
Wolume IOPS 3000
Database Details

Password HAHHAHK
Database Type postgras

Database Version

LA

9 44 Back | »k Next

At the end, review the Cluster details that you provided. Click on Finish button to deploy the instance on EDB BigAn-
imal.

E)Admin

Filevv Objectv Toolsv Help

Browser S B w Qo
v &3 Servers (2)

> G PG 13

> % pgAdmin

Once you click on the finish, one background process will start which will deploy the instance in the cloud and monitor
the progress of the deployment. You can view all the background process with there running status and logs on the
Processes tab

The Server will be added to the tree with the cloud deployment icon. Once the deployment is done, the server details
will be updated.
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3.3.3 Azure Database Cloud Deployment

To deploy a PostgreSQL server on the Azure Database, follow the below steps.
Deploy Cloud Instance Pl
o Cloud Provider » Select a cloud provider for PostgreSQOL database.

aWS Amazon RDS

2 Credentials

_ m EDB BigAnimal
3  Cluster Type -

A Azure Database
4  Instance Specification
> Google Cloud SQL
5 Database Details
6 Review
0 44 Back  »p Next + Finish

Once you launch the tool, select the Azure Database option. Click on the Next button to proceed further.
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Deploy Cloud Instance B0

1 Cloud Provider Authenticate via + Interactive Browser Azure CLI

Azure CLI will use the currently logged in identity through the Azure CLI on

the local machine. Interactive Browser will open a browser window to
Credentials » : :
authenticate a user interactively.

Azure tenant id

3 Instance Specification ) ) ) )
Enter the Azure tenant |D against which the user is authenticated.

Click here to authenticate yourself to Microsoft Azure
4  Database Details

After clicking the button above you will be redirected to the Microsoft Azure
authentication page in a new browser tab if the Interactive Browser option
5 Review is selected.

@ 44 Back | »p Next [STEN

In the Credentials dialog, select authentication method either interactive browser or Azure CLI. Azure CLI will use
the currently logged in identity through the Azure CLI on the local machine. Interactive Browser will open a browser
window to authenticate a user interactively.

Use the Azure tenant id to specify Azure tenant ID against which user is authenticated.

Clicking the Click here to authenticate yourself to Microsoft Azure button, user will be redirected to the Microsoft
Azure authentication page in a new browser tab if the Interactive Browser option is selected. Azure CLI authentication
can be used only in Desktop mode.

Once authentication is completed, click on the next button to proceed.
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Deploy Cloud Instance
| 2T Na
1  Cloud Provider Clustenhiame
Project Details
2  Credentials Subscription

Resource group

o Instance Specification >
Location

4  Database Details Availability zone

) Version & Instance
5  Review _
Database version

Instance class
Instance type

Storage Size

Network Connectivity

Public IP range

(%)

azurepostgres

Development | ac9903a5-bfd9-4576-a9¢cc-a463f5e41079
cloudpostgres

East US

11

General Purpose (2-64 vCores)

Standard_D2s_v3 (2 vCores, 8GIB memory, 3200 max iops) ~

32 GiB

103.208.69.120

List of IP Addresses or range of IP Addresses (start IP Address - end IP

44 Back b Next |2 allEl

Use the fields from the Instance Specification tab to specify the Instance details.

* Use the Cluster name field to add a name for the PostgreSQL server; the name specified will be displayed in the

Object Explorer too.

* Select a subscription from the Subscription options which are populated based on user access levels in Azure

portal.

¢ Select the resource group from Resource Group dropdown under which the PostgreSQL instance will be created.

* Select the location to deploy PostgreSQL instance from Location options.

* Select the availability zone in specified region to deploy PostgreSQL instance from Availability zone options.

* Use Database version options to specify PostgreSQL database version.

* Use the Instance class field to allocate the computational, network, and memory capacity required by planned

workload of this DB instance.

» Use the Instance type field to select the instance type.

» Use the Storage size option to specify the storage capacity.
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Deploy Cloud Instance B B
Availability zone 1
1 Cloud Provider

Version & Instance

2 Credentials / Database version 11
Instance class General Purpose (2-64 vCores)
° Instance Specification >
Instance type Standard_D2s_v3 (2 vCores, BGiB memory, 3200 max iops)
4  Database Details Storage Size 32 GiB

5 Revie Network Connectivity
VIEW

Public IP range 103.208.69.120, 103.208.69.130-103.208.69.140
List of IP Addresses or range of IP Addresses (start IP Address - end IP
address) from which inbound traffic should be accepted. Add multiple IP
addresses/ranges separated with commas, for example: "192,168.0.50,
192.168.0.100 - 192.168.0.200"

Availability

Zone redundant high .

availability
Zone redundant high availability deploys a standby replica in a different
zone. The Burstable instance type does not support high availability.

0 <4 Back  »» Next +" Finish

* Use the Public IP field to specify the List of IP Addresses or range of IP Addresses (start IP Address - end
IP address) from which inbound traffic should be accepted. Add multiple IP addresses/ranges separated with
commas, for example: “192.168.0.50, 192.168.0.100 - 192.168.0.200”

» Use Zone redundant high availability option to specify High Availability option. Zone redundant high availability
deploys a standby replica in a different zone. The Burstable instance type does not support high availability.
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Deploy Cloud Instance

pgAdmin server group

1 Cloud Provider
Admin username

2  Credentials ./

3 Instance Specification ./

o Database Details »

5  Review

Password

Confirm password

7]

= Servers

postgres
The admin username must be 1-63 characters long and can only contain
character, numbers and the underscore character, The username cannot be
"azure_superuser”, "azure_pg_admin’, "admin’, "administrator”, “root”, "guest”,

"public’, or start with "pg_".

The password must be 8-128 characters long and must contain characters
from three of the following categories - English uppercase letters, English
lowercase letters, numbers (0-9), and non-alphanumeric characters (1, §, #, %,

etc.), and cannot contain all or part of the login name

<4 Back || »» Next [IVZAE[TER

Use the fields from the Database Details tab to specify the PostgreSQL database details.

* Use the drop-down list in the pgAdmin server group field to select the parent node for the server; the server will
be displayed in the Object Explorer within the specified group.

* Use the Admin username field to add the database name for the PostgreSQL server.

» Use the Password field to provide a password that will be supplied when authenticating with the server.

¢ Use the Confirm password field to repeat the password.

Click on the next button to proceed.
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Deploy Cloud Instance E B

) Please review the details before creating the cloud instance
1 Cloud Provider

Cloud Details

Cloud azure
2 Credentials ./

Subscription ac9903a5-bfd9-4576-a%cc-a463f5e41079

Resource group cloudpostgres
3  Instance Specification / )

Region eastus

Availability zone 1

4  Database Details ) .
v Version and Instance Details

PostgreSQL version 1
o Review > Instance type Standard_D2s_v3

Storage Details

Allocated storage 32 GiB

Database Details

Username postgres
Password AN
Network Connectivity

Public IP 103.208.69.120, 103.208.69.130-103.208.69.140
Availability

High availability True

0 44 Back = #r Next

At the end, review the instance details that you provided. Click on Finish button to deploy the instance on Azure
Database.

Once you click on the finish, one background process will start which will deploy the instance in the cloud and monitor
the progress of the deployment. You can view all the background process with there running status and logs on the
Processes tab
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Process Watcher - Cloud Deployment x

Deployment on Azure PostgreSQL is started for instance azurepostgres.

python /Users/yogeshmahajan/CodingGround/pgAdmin/DevEnv/Code/pgadmind/web/pgacloud/pgacloud.py
/Users/yogeshmahajan/CodingGround/pgAdmin/DevEnv/Code/pgadmind/web/pgacloud/pgacloud.py azure —~region eastus -resource-
group cloudpostgres create-instance --name azurepostgres —db-username postgres —-db-major-version 11 —-instance_tier_type
GeneralPurpose ~instance-type Standard_D2s_v3 —storage-size 32 --public-ips 103.208.69.120, 103.208.69.130-103.208.69.140 -
availability-zone 1 —high-availability ZoneRedundant

o Start time: Fri Jun 10 2022 11:00:30 GMT+0530 (India Standard Time) © Stop Process

[11:00:33]: Creating resource group with name: cloudpostgres...
[11:00:37]: Creating Azure instance: azurepostgres...

e

Running... Execution time: 14.02 seconds

The Server will be added to the tree with the cloud deployment icon. Once the deployment is done, the server details
will be updated.

@Admin Filev Objectv Toolsv Help
B w Q>

Browser

Al

v &3 Servers (2)

> &Y PG 13

> ﬁ pgAdmin
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3.3.4 Google Cloud SQL Deployment

To deploy a PostgreSQL server on the Google Cloud SQL, follow the below steps.
Deploy Cloud Instance Pl
o Cloud Provider » Select a cloud provider for PostgreSQOL database.

aWS Amazon RDS

2 Credentials

_ m EDB BigAnimal
3  Cluster Type -

A Azure Database
4  Instance Specification
> Google Cloud SQL
5 Database Details
6 Review
0 44 Back »r Next l + Finish ]

Once you launch the tool, select the Google Cloud SQL option. Click on the Next button to proceed further.
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Deploy Cloud Instance X

lien ret fil '
1 Cloud Provider / Client secret file client_secret_desktop_4642063580 []

Select a client_secrets file containing the client ID, client secret, and other

OAuth 2.0 parameters for google authentication. Refer link for creating

° Credentials > client_secret
Click here to authenticate yourself to Google

3  Cluster Type T e .
After clicking the button above you will be redirected to the Google

authentication page in a new browser tab.
4 Instance Specification

5 Database Details

6 Review

0 44 Back | »p Next + Finish

In the Credentials dialog, select client secret file to authenticate using google.You can download a client secret which
is json formatted file from google cloud console once OAuth2 client ID is created.

Note: While creating client OAuth client ID, select Desktop App as application type. Refer this link for creating client
secret.

Clicking the Click here to authenticate yourself to Google button, user will be redirected to the Google authentication
page in a new browser tab.

Once authentication is completed, click on the next button to proceed.
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Deploy Cloud Instance

1 Cloud Provider ./
2  Credentials

3  Cluster Type

o Instance Specification >

5 Database Details

6  Review

(]

Cluster name

Project Details

Project

Location

Availability zone

Version & Instance

Database version

Instance class

Instance type

Storage

Storage type

Storage Capacity

Network Connectivity

pal4d-google

pgadmin-cto

asia-eastl

asia-eastl-a

POSTGRES 14

Shared core

1vCPU, 0.6 GB

SSD

12

Size in GB

44 Back b Next “ Finish

Use the fields from the Instance Specification tab to specify the Instance details.

* Use the Cluster name field to add a name for the PostgreSQL server; the name specified will be displayed in the

Object Explorer too.

* Select the project from project dropdown under which the PostgreSQL instance will be created.

¢ Select the location to deploy PostgreSQL instance from Location options.

 Select the availability zone in specified region to deploy PostgreSQL instance from Availability zone options.

» Use Database version options to specify PostgreSQL database version.

* Use the Instance class field to allocate the computational and memory capacity required by planned workload of

this DB instance.

» Use the Instance type field to select the instance type.

* Specify storage type by selecting option from Storage type.

* Use the Storage capacity option to specify the storage capacity.
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Deploy Cloud Instance X
TSI A e e
1 Cloud Provider / Database version POSTGRES 14
Instance class Shared core
2 Credentials
Instance type 1vCPU, 0.6 GB
3  Cluster Type /
Storage
Storage type (=)
° Instance Specification »
Storage Capacity 12
Size in GB.

5 Database Details
Network Connectivity

Public IP range 103.208,71.37/32
6 Review . _ o

P address range for allowed inbound traffic, for example: 127.0.0.1/32.
Add multiple IP addresses/ranges separated with commas.

Availability

High availability? .

Secondary [ asia-eastl-a X | v

availability zone

0 44 Back pE MNext

» Use the Public IP field to specify the list of IP address range for allowed inbound traffic, for example:
127.0.0.1/32. Add multiple IP addresses/ranges separated with commas.

» Use the High Availability option to specify High Availability option. This option creates a standby in a select
Secondary Availability Zone.

* Select the secondary availability zone for high availability from Secondary Availability zone options.
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Deploy Cloud Instance

1 Cloud Provider ./

2  Credentials ./

3  Cluster Type /

4 Instance Specification

v
° Database Details >
6 Review

X

pgAdmin server = cloud
qroup
Admin username postgres

This the default admin username for your google cloud postgreSQL

instance.
Password

Set a password for the default admin user "postgres”.
Confirm password

44 Back  p» Next v Finish

Use the fields from the Database Details tab to specify the PostgreSQL database details.

* Use the drop-down list in the pgAdmin server group field to select the parent node for the server; the server will

be displayed in the Object Explorer within the specified group.

* Admin username field will be default to postgres. server.

» Use the Password field to provide a password that will be supplied when authenticating with the server.

* Use the Confirm password field to repeat the password.

Click on the next button to proceed.
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Deploy Cloud Instance P

Please review the details before creating the cloud instance.
1  Cloud Provider ./

Cloud Details

Cloud google
2 Credentials .~

Instance name pgld-google

Project pgadmin-cto
3 Cluster Type / ) )

Region asia-eastl

Availability zone asia-eastl-a

4 Instance Specification : .
P ¥ Version and Instance Details

PostgreSQL version POSTGRESQL 14
5 Database Details ./ Instance type db-f1-micro

Storage Details

o Review > Storage type 55D

Allocated storage 12 GB
Database Details

Username postgres
Password HHHAHAK
Network Connectivity

Public IP 103.208.71.57/32
Availability

High availability True
Secondary availability zone asia-eastl-a

0 44 Back | p» Next

At the end, review the instance details that you provided. Click on Finish button to deploy the instance on Azure
PostgreSQL.

Once you click on the finish, one background process will start which will deploy the instance in the cloud and monitor
the progress of the deployment. You can view all the background process with there running status and logs on the
Processes tab

The Server will be added to the tree with the cloud deployment icon. Once the deployment is done, the server details
will be updated.
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EMAdmin  Flev  Obect~ Toslsv o~
" Em = Q> v L geendencies - s b

A master password is required to secure and later unlock saved server passwords. It is set by the user and can be disabled
using config.

3.4 Master Password

Note: pgAdmin 4 uses the operating system password store by default to store the saved server passwords in desktop
mode from version 7.2 onwards and Master password will not be required. If the operating system password store is
not available then pgAdmin 4 will continue to use a master password as per the configuration settings.

A master password is required to secure and later unlock the saved server passwords. This is applicable for desktop
mode and in server mode if authentication source contains OAuth2 or Kerberos or Webserver.

* You are prompted to enter the master password when you open the window for the first time after starting the
application.

* Once you set the master password, all the existing saved passwords will be re-encrypted using the master pass-
word.

* The server passwords which are saved in the SQLite DB file or External Database are encrypted and decrypted
using the master password.

Set Master Password *

Flease set a master password for pgAdmin,
This will be used to secure and later unlock saved passwords and other credentials.

(7] X Cancel | EPe[3 ‘

Note: pgAdmin aims to be secure by default, however, you can disable the master password by setting the configu-
ration parameter MASTER_PASSWORD_REQUIRED=False. See The config.py File for more information on config-
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uration parameters and how they can be changed or enforced across an organisation.

Note: If the master password is disabled, then all the saved passwords will be removed.

Warning: If the master password is disabled, then the saved passwords will be encrypted using a key which is
derived from information within the configuration database. Use of a master password ensures that the encryption
key does not need to be stored anywhere, and thus prevents possible access to server credentials if the configuration
database becomes available to an attacker.

It is strongly recommended that you use the master password if you use the Save Password option.

* The master password is not stored anywhere on the physical storage. It is temporarily stored in the application
memory and it does not get saved when the application is restarted.

* You are prompted to enter the master password when pgAdmin server is restarted.

Unlock Saved Passwords 4

Please enter YOour master PESSWﬂIﬂ.
This is required to unlock saved passwords and reconnect to the database server(s).

€ O Reset Master Password ® Cancel ¥l

* If you forget the master password, you can use the Reset Master Password button to reset the password.

Reset Master Password 4

This will remove all the saved passwords. This will also remove established connections
to the server and you may need to reconnect again. Do you wish to continue?

Warning: Resetting the master password will also remove all saved passwords and close all existing established
connections.

After defining a server connection, right-click on the server name, and select Connect to server to authenticate with
the server, and start using pgAdmin to manage objects that reside on the server.
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3.5 Connect to Server

Use the Connect to Server dialog to authenticate with a defined server and access the objects stored on the server
through the pgAdmin tree control. To access the dialog, right click on the server name in the pgAdmin tree control, and
select Connect Server... from the context menu.

Connect to Server 4

Please enter the password for the user ‘postgres’ to connect the server - "PostgreSQL 14°

Save Passwaord

» Use the Password field to provide the password of the user that is associated with the defined server.

Provide authentication information for the selected server:

e Check the box next to Save Password to instruct the server to save the password for future connections; if you
save the password, you will not be prompted when reconnecting to the database server with this server definition.

When using SSH Tunneling, the Connect to Server dialog will prompt for the SSH Tunnel and Database server pass-
words if not already saved.

Connect to Server b4

Please enter the SSH Tunnel password for the user 'akshayjoshi' to connect the server "192.168.1.13"

Save Password

Please enter the password for the user 'postgres’ to connect the server - "PostgreS0L 137

Save Password

X Cancel

Provide authentication information for the selected server:
 Use the Password field to provide the password of the user that is associated with the defined server.

 Check the box next to respective Save Password to instruct the server to save the password for future connections;
if you save the password, you will not be prompted when reconnecting to the database server with this server
definition.

The pgAdmin client displays a message in a green status bar in the lower right corner when the server connects suc-
cessfully.
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If you receive an error message while attempting a connection, verify that your network is allowing the pgAdmin host
and the host of the database server to communicate. For detailed information about a specific error message, please
see the Connection Error help page.

To review or modify connection details, right-click on the name of the server, and select Properties. .. from the context
menu.

3.6 Connection Error

When connecting to a PostgreSQL server, you may get an error message. If you encounter an error message, please
review the message carefully; each error message attempts to incorporate the information you’ll need to resolve the
problem. For more details about specific errors, please locate the error message in the list below:

Connection to the server has been lost

Connection Lost n

Connection to the server has been lost.

v 0K

This error message indicates that the connection attempt has taken longer than the specified threshold; there may be a
problem with the connection properties provided on the Server dialog, network connectivity issues, or the server may
not be running.

could not connect to Server: Connection refused

Connect to Server

could not connect to server: No route to host Is the server running on host A
"172.19.13.73" and accepting TCP/IP connections on port 54447

Please enter the password for the user 'enterprisedb’ to connect the server-"EDB
Postgres Advanced Server 10"

Password |

Save Password

® Cancel v OK

If pgAdmin displays this message, there are two possible reasons for this:
* the database server isn’t running - simply start it.

* the server isn’t configured to accept TCP/IP requests on the address shown.
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For security reasons, a PostgreSQL server “out of the box™ doesn’t listen on TCP/IP ports. Instead, it must be enabled
to listen for TCP/IP requests. This can be done by adding listen_addresses="*’; this will make the server accept
connections on any IP interface.

For further information, please refer to the PostgreSQL documentation about runtime configuration.

FATAL: no pg_hba.conf entry

FATAL: no pg_hba.conf entry for host "172.19.13.75", user "enterprisedb”, A
database "edb”, SSL off

Please enter the password for the user 'enterprisedb’ to connect the server - "EDB
Postgres Advanced Server 10"

Password

Save Password

* Cancel v 0K

If pgAdmin displays this message when connecting, your server can be contacted correctly over the network, but is not
configured to accept your connection. Your client has not been detected as a legal user for the database.

To connect to a server, the pg_hba.conf file on the database server must be configured to accept connections from the
host of the pgAdmin client. Modify the pg_hba.conf file on the database server host, and add an entry in the form:

¢ host templatel postgres 192.168.0.0/24 mdS5 for an IPV4 network
* host templatel postgres ::ffff:192.168.0.0/120 mdS for an IPV6 network
For more information, please refer to the PostgreSQL documentation about client authentication.

FATAL: password authentication failed
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Connect to Server

FATAL: password authentication failed for user "enterprisedb” A

Please enter the password for the user 'enterprisedb’ to connect the server- "EDB
Postgres Advanced Server 10°

Password |

Save Password

® Cancel » OK

The password authentication failed for user error message indicates there may be a problem with the password you
entered. Retry the password to confirm you entered it correctly. If the error message returns, make sure that you have
the correct password, that you are authorized to access the server, and that the access has been correctly configured in
the server’s postgresql.conf configuration file.

Server definitions (and their groups) can be exported to a JSON file and re-imported to the same or a different system
to enable easy pre-configuration of pgAdmin.

3.7 Import/Export Servers

Server definitions (and their groups) can be exported to a JSON file and re-imported to the same or a different system
to enable easy pre-configuration of pgAdmin.

3.7.1 Using pgAdmin 4 GUI

To launch the Import/Export Servers... tool, navigate through Tools on the menu bar to click on the Import/Export
Servers option.
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Import/Export Servers E n
Import/Export

o Import/Export > p p +” IMPORT EXPORT
Filename /Users/akshayjoshi/Desktop/Demo_Servers.json |

2 Database Servers Supports only JSON format.

Remove all the i (.

existing servers?

3 Summary If this option is turned on then pgAdmin will remove all the existing

database servers and then import the selected servers. This setting is

applicable only while importing the servers.

0 44 Back | bk Next +* Finish

» Use the Import/Export field to select the Server Groups/Servers to be imported or exported.

* Use the Filename field to select the JSON file to import servers or create the new file in case of Export where
the servers to be exported in the JSON format.

* Use the Remove all the existing servers? field to specify whether to remove all the existing servers or not before
importing the new selected servers. This field is applicable only in case of Import Servers.

Click the Next button to continue, or the X button to close the wizard.
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Import/Export Servers E B

Select the Server Groups/Servers to import/export:
1 Import/Export ./

> Jenkins
v = AWS_Jenkins
o Database Servers > PostgreSQL 14

PostgreSqL 13
Postgre5QL 12
PostgreSQL 11
PostgreSQL 10
PostgreSQL 9.6
EPAS 11
EPAS 12
EPAS 13
EPAS 10
EPAS 9.6

3 Summary

v Servers

PostgreSQL 14

0 44 Back B Mext

* Select the Server Groups/ Servers to be imported/exported.
Click the Next button to continue, or the X button to close the wizard.
Import/Export Servers E B

The following servers will be imported. Click the Finish button to complete the import process.
1 Import/Export ./

Server Group Server

Jenkins PostgreSQL 12
2 Database Servers +/

AWS_Jenkins PostgreSQL 10

e Summary »

B All existing server groups and servers will be removed before the servers above are imported. On
a successful import process, the browser tree will be refreshed.

e 44 Back PP Next

Check the summary of the servers that are going to be imported/exported on the Summary page.
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Click the Finish button to close the wizard.

3.7.2 Using ‘setup.py’ command line script

Note: To export or import servers using setup.py script, you must use the Python interpreter that is normally used
to run pgAdmin to ensure that the required Python packages are available. In most packages, this can be found in the
Python Virtual Environment that can be found in the installation directory. When using platform-native packages, the
system installation of Python may be the one used by pgAdmin.

Exporting Servers

To export the servers defined in an installation, simply invoke setup. py with the dump-servers command line option,
followed by the name (and if required, path) to the desired output file. By default, servers owned by the desktop mode
user will be dumped (pgadmind @pgadmin.org by default - see the DESKTOP_USER setting in config.py). This
can be overridden with the --user command line option. There can be multiple configurations of pgAdmin on the
same system. To dump the servers from specific pgAdmin config DB file, --sqlite-path option can be used. It is
also recommended to use this option when running pgAdmin in desktop mode. By default SQLITE_PATH setting in
config.py is taken. For example:

/path/to/python /path/to/setup.py dump-servers output_file.json
# or, to specify a non-default user name and auth source (the default is Internal):

/path/to/python /path/to/setup.py dump-servers output_file.json --user user@example.com -
< —-auth_source ldap

# to specify a pgAdmin config DB file:

/path/to/python /path/to/setup.py dump-servers output_file.json --sqlite-path /path/to/
—.pgadmin4.db

To export only certain servers, use the --server option and list one or more server IDs. For example:

/path/to/python /path/to/setup.py dump-servers output_file.json --server 1 --server 2 --
-,server 5

Importing Servers

To import the servers defined in a JSON file, simply invoke setup.py with the 1oad-servers command line option,
followed by the name (and if required, path) of the JSON file containing the server definitions. Servers will be owned
by the desktop mode user (pgadmin4 @pgadmin.org by default - see the DESKTOP_USER setting in config.py).
This can be overridden with the --user command line option. There can be multiple configurations of pgAdmin on
the same system. The default behaviour is for the imported servers to be added to the existent list, which might lead to
duplicates. This can be overridden with the --replace command line option, which will replace the list of servers with
the newly imported one. To load the servers into a specific pgAdmin config DB file, --sqlite-path option can be
used. It is also recommended to use this option when running pgAdmin in desktop mode. By default SQLITE_PATH
setting in config.py is taken. For example:
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/path/to/python /path/to/setup.py load-servers input_file.json
# or, to replace the list of servers with the newly imported one:
/path/to/python /path/to/setup.py load-servers input_file.json --replace

# or, to specify a non-default user name and auth source (the default is Internal) to.
—sown the new servers:

/path/to/python /path/to/setup.py load-servers input_file.json --user user@example.com
# to specify a pgAdmin config DB file:

/path/to/python /path/to/setup.py load-servers input_file.json --sqlite-path /path/to/
—pgadmin4.db

J

If any Servers are defined with a Server Group that is not already present in the configuration database, the required
Group will be created.

JSON format

The JSON file format used when importing or exporting servers is quite straightforward and simply contains a list of
servers, with a number of attributes. The following attributes are required to be present in every server definition:
Name, Group, Port, Username, SSLMode, MaintenanceDB and one of Host, HostAddr or Service.

Password fields cannot be imported or exported.

The following example shows both a minimally defined and a fully defined server:

s N

{
"Servers": {
"1 {
"Name": "Minimally Defined Server",
"Group": "Server Group 1",
"Port": 5432,
"Username": "postgres",
"Host": "localhost",
"SSLMode": "prefer",
"MaintenanceDB": "postgres"

"2 {
"Name": "Fully Defined Server",
"Group": "Server Group 2",
"Host": "host.domain.com",
"HostAddr": "192.168.1.2",
"Port": 5432,
"MaintenanceDB": "postgres",
"Username": "postgres",
"Role": "my_role_name",
"SSLMode": "require",
"Comment": "This server has every option configured in the JSON",
"DBRestriction": "live_db test_db",
"PassFile": "/path/to/pgpassfile”,

(continues on next page)
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"SSLCert": "/path/to/sslcert.crt",
"SSLKey": "/path/to/sslcert.key",
"SSLRootCert": "/path/to/sslroot.crt",
"SSLCrl": "/path/to/sslcrl.crl",
"SSLCompression": 1,

"Shared": false,

"SharedUsername": "postgres",
"BGColor": "#££9900",

"FGColor": "#000000",

"Service": "postgresql-10",
"Timeout": 60,

"UseSSHTunnel": 1,

"TunnelHost": "192.168.1.253",
"TunnelPort": 22,

"TunnelUsername": "username",
"TunnelAuthentication": 0,
"PasswordExecCommand": "echo 'test'",

"PasswordExecExpiration": 100

(continued from previous page)
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CHAPTER 4

Managing Cluster Objects

Some object definitions reside at the cluster level; pgAdmin 4 provides dialogs that allow you to create these objects,
manage them, and control their relationships to each other. To access a dialog that allows you to create a database
object, right-click on the object type in the pgAdmin tree control, and select the Create option for that object. For
example, to create a new database, right-click on the Databases node, and select Create Database. ..

4.1 Database Dialog

Use the Database dialog to define or modify a database. To create a database, you must be a database superuser or
have the CREATE privilege.

The Database dialog organizes the development of a database through the following dialog tabs: General, Definition,
Security, and Parameters. The SQL tab displays the SQL code generated by dialog selections.
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= Create - Database X
General Definition Security Parameters Advanced SQL

Database hr

(o]11]

Owner £, postgres

Comment Database for Human Resource

0 0 X Close 4 Reset

Use the fields in the General tab to identify the database:

* Use the Database field to add a descriptive name for the database. The name will be displayed in the pgAdmin
tree control.

* Use the OID field to specify the object identifier to be used for the new database. Users can specify the value
greater than 16383. This option is available from v15 and above.

* Select the owner of the database from the drop-down listbox in the Owner field.
« Store notes about the database in the Comment field.

Click the Definition tab to continue.
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== Create - Database P 4

General Definition Security Parameters Advanced SQlL

Encoding UTF8
Template = templateD
Tablespace pg_default
Strategy WAL Log
Locale Provider libe
Collation c
Character type C
ICU Locale
ICU Rules
Connection limit 1
Template? »

Note; When the preferen setting 'show template databases' is set to false

then template databases won't be displayed in the object explorer

o e ¥ Close  £2) Reset

Use the Definition tab to set properties for the database:

Select a character set from the drop-down listbox in the Encoding field. The default is UTF8.

Select a template from the drop-down listbox in the Template field. If you do not specify a template, the database
will use templatel.

Select a tablespace from the drop-down listbox in the Tablespace field. The selected tablespace will be the default
tablespace used to contain database objects.

Select the strategy from the drop-down listbox in the Strategy field while creating a new database. This option
is available from v15 and above.

Select the locale provider from the drop-down listbox in the Locale Provider field to set the default collation for
this database. Possible values are: icu, libc. This option is available from v15 and above.

Select the collation order from the drop-down listbox in the Collation field.

Select the character classification from the drop-down listbox in the Character Type field. This affects the cate-
gorization of characters, e.g. lower, upper and digit. The default, or a blank field, uses the character classification
of the template database.

Select the icu locale from the drop-down listbox in the ICU Locale to specifies the ICU locale ID if the ICU
locale provider is used. This option is available from v15 and above.

Specify the icu rules in the ICU Rules field as additional collation rules to customize the behavior of the default
collation of this database. This option is available from v16 and above.

Specify a connection limit in the Connection Limit field to configure the maximum number of connection re-
quests. The default value (-7) allows unlimited connections to the database.

If the templates? is set to true, then database will be a template database.

Click the Security tab to continue.
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= Create - Database o K

General Definition Security Parameters Advanced SQL

Privileges +
Grantee Privileges Grantor
B 2 postgres CATHcH A, postgres

'-'-' TH GRANT OPTIOH
ITH GRANT OFTIOH

GRANT OPFTIOH
CONNECT WITH GRANT OPTION

Security labels +

Provider Security label

0 0 * Close ) Reset

Use the Security tab to assign privileges and define security labels.
Use the Privileges panel to assign privileges to a role. Click the Add icon (+) to set privileges for database objects:
* Select the name of the role from the drop-down listbox in the Grantee field.

* Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privilege to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click add to set additional privileges; to discard a privilege, click the trash icon to the left of the row and confirm
deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the database. Click the Add icon (+) to add each
security label selection:

 Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

To discard a security label, click the trash icon to the left of the row and confirm deletion in the Delete Row popup.

Click the Parameters tab to continue.
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= Create - Database X
General Definition Security Parameters Advanced SQI
+
Name Value Role

o e X Close 42 Reset

Use the Parameters tab to set parameters for the database. Click the Add icon (+) to add each parameter:
* Use the drop-down listbox in the Name field to select a parameter.
* Use the Value field to set a value for the parameter.

* Use the drop-down listbox next to Role to select a role to which the parameter setting specified will apply.

Follow these steps to add additional parameter value definitions; to discard a parameter, click the trash icon to the left
of the row and confirm deletion in the Delete Row popup.

Click the Advanced tab to continue.

= Create - Database o H

General Definition Security Parameters Advanced SQL

schema restriction
Schema restrictio test_schema x

Note: Changes to the schema restriction will require the Schemas node in the

browser to be refreshed before they will be shown

0 0 ¥ Close 47 Reset

4.1.

Database Dialog
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Use the Advanced tab to set advanced parameters for the database.

» Use Schema restriction field to provide a SQL restriction that will be used against the pg_namespace table to limit
the schemas that you see. For example, you might enter: public so that only public are shown in the pgAdmin
browser.Separate entries with a comma or tab as you type.

Click the SQL tab to continue.

Your entries in the Database dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.

4.1.1 Example

The following is an example of the sql command generated by user selections in the Database dialog:

= Create - Database " X

General Definition Security Parameters Advanced SQL

CREATE DATABASE hr

2 WITH

3 OWNER = postgres

4 TEMPLATE = template@

5 ENCODING = 'UTF&'

6 STRATEGY = 'wal_log'

7 LC_COLLATE = 'C'

g LC_CTYPE = 'C'

) LOCALE_PROVIDER = 'libc'
190 TABLESPACE = pg_default
11 CONNECTION LIMIT = -1

12 IS_TEMPLATE = False;

13

14 COMMENT ON DATABASE hr

15 IS 'Database for Human Resource';

17 GRANT ALL ON DATABASE hr TO postgres WITH GRANT OPTION:

0 0 ¥ Close 42 Reset

The example creates a database named Ar that is owned by postgres. It allows unlimited connections, and is available
to all authenticated users.

¢ Click the Info button (i) to access online help.
¢ Click the Save button to save work.
* Click the Close button to exit without saving work.

¢ Click the Reset button to restore configuration parameters.
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4.2 Resource Group Dialog

Use the Resource Group dialog to create a resource group and set values for its resources. A resource group is a named,
global group on which various resource usage limits can be defined. The resource group is accessible from all databases
in the cluster. To use the Resource Group dialog, you must have superuser privileges. Please note that resource groups
are supported when connected to EDB Postgres Advanced Server; for more information about using resource groups,
please see the EDB Postgres Advanced Server Guide, available at:

http://www.enterprisedb.com/

Fields used to create a resource group are located on the General tab. The SQL tab displays the SQL code generated
by your selections on the Resource Group dialog.

“ Create - Resource Group « X

General SQL

Name my_grp
CPU rate limit 7
(percentage)

Dirty rate limit 6144
(KE)

o e ¥ Close  £:) Reset

Use the fields on the General tab to specify resource group attributes:

* Use the Name field to add a descriptive name for the resource group. This name will be displayed in the tree
control.

» Use the CPU rate limit (%) field to set the value of the CPU rate limit resource type assigned to the resource
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group. The valid range for a CPU rate limit is from O to 1.67772e+07. The default value is 0.

e Use the Dirty rate limit (KB) field to set the value of the dirty rate limit resource type assigned to the resource
group. The valid range for a dirty rate limit is from O to 1.67772e+07. The default value is 0.

Click the SQL tab to continue.

Your entries in the Resource Group dialog generate a SQL command. Use the SQL tab for review; revisit the General
tab to make any changes to the SQL command.

4.2.1 Example
The following is an example of the sql command generated by selections made in the Resource Group dialog:
“|Create - Resource Group P

General SQL

1 CREATE RESOURCE GROUP my_grp;

2

3 Following query will be executed in a separate transaction
4 ALTER RESOURCE GROUP my_grp

5 SET cpu_rate_limit 2, dirty_rate_limit 6la4;

o 0 X Close €9 Reset

The example creates a resource group named acctg that sets cpu_rate_limit to 2, and dirty_rate_limit to 6144.
¢ Click the Info button (7) to access online SQL syntax reference material.

* Click the Help button (?) to access online documentation about Reso